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ABSTRACT

InternetServiceProviders(ISPs)canexploit pathdiversity to bal-

anceload andimprove robustness.Unfortunately it is difficult to

evaluae the potentialimpactof theseapproackswithout routing
andtopologcal data,which areconfidential.ln this paperwe char

acterizepathdiversityin the real Sprintnetwork. We thencharac-
terize path diversity in ISP topologiesinferred using the Roclet-

fuel tool. Comparingthe real Sprinttopologyto the oneinferred
by Rocletfuel, we find that the Rocketfuel topology has signifi-

cantly higherapparen path diversity We evaluateheuristicsthat
improve the accurag of the inferred Rocketfuel topologies. Fi-

nally, we discusdimitations of active measurementechniquego

capturetopologicalpropertiessuchaspathdiversity.

Categories and Subject Descriptors

C.2.1[Computer Communicationsand Networks]: Network Ar-
chitectureandDesign—network topology

General Terms
Measuement

Keywords
Pathdiversity, Internettopology

1. INTRODUCTION

Path diversity is ametricthatreflectsthe number of routesavail-
able to a paclet to transit betweentwo pointsin a network. In
the Internet, the route is chosenhop-by-top by a routing proto-
col amongthe availableroutes. Therefore the path diversity of a
network directly impactsits resilienceto failure (how mary alter
nativesareavailableif alink or routerfails), aswell asaits ability
to suppat traffic engineering. In this paperwe considerthe par
ticular issueof IP-level pathdiversity in InternetServiceProvider
(ISP) networks. We focuson the IP level becaseit representshe
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lowestprotocollayerthatis exposedto the users'. Moreover, it is
exactly this ervironmern thatis facedby designersof value-adied
high-availability network services— suchasrouting overlaysand
peerto-peemetworks|1, 2, 3].

By representinghenetwork topologyasagraph,in whichrouters
are nodesandlinks are edges,one can use standardgraphalgo-
rithms to calculatethe numberof nodedisjoint and edgedisjoint
pathsbetweenall pairsof nodes.In practicethisis rarelypossible.
ISPsconsidersuchdetailedtopologyinformationboth confidential
and proprietary As a result, thereis considerale literaturethat
simply treatsthe network as a “black box” and infers aspectsof
the topology throughactive measuremes [1, 4, 5, 6]. However,
Springet al. have recentlydevelopeda tool, Rocketfud, thatde-
rives precise topologicalmapsof ISP networks using active mea-
surementg?7]. Thesemapsarewidely consideredo be the most
accuratelP-level topologiesavailable to the broadresearchcom-
munity.

In this paper we useRocletfuel-derved topologes to evaluate
the IP-level path diversity betweenPoints of PresencgPoPs)in
a various ISPs. Overall, we find that the Rocletfud topologes
fall into two categories,thosethathave very limited pathdiversity
amongPoPsandthosethat have significantpathdiversity, For ex-
ample,the Rocletfuel map for Tiscali, an EuropeanISP, reveals
only one PoP-disjointpathamong80% of its PoPs,whereasthe
Sprinttopology inferred by Rocketfuel hasat leasttwo pathsbe-
tweenall its PoPpairs.

However, our attemptsto validatetheseresultsrevealedat least
oneinstanceof substantiainaccuraciesn Rocletfuel-deiveddata.
We were ableto obtainan exact IP-level topology of the tier-one
Sprint ISP network and found that all pairs of PoPshave at least
two PoP-disjointpathsbetweenthem, and 90% of pairs of PoPs
have a minimum of four link-disjoint pathsbetweenthem. Com-
putingthesesamemetricsoverthe Rocletfuel-deivedtopologyfor
Sprintsuggestsignificantlyhigherdiversity. Rocketfuel overesti-
matesPoP-disjointpathsby asmuchasa factorof 2.5, andlink-
disjoint pathsby asmuchasa factorof 4.4. This discrepang re-
sultsfrom errorsassociatedvith topologcal inferencemethoal-
ogy — the inclusionof links thatdo not exist and the omissionof
links that are actually present. Path diversity is particularly sen-
sitive to suchinaccurages since eachindividud link impactsthe
results.By comparisonmary traditionaltopologcal metrics,such
asnetwork diameterandaveragepairwiseshortespath([8], arerel-
atively stablein the absenceof grosserrors. We discussthe po-
tential sourcesof inaccurag in topologicalinference,and evalu-
ate someinitial heuristicsfor improving its accurag. However,

pathdiversity at the IP level is distinct from pathdiversity of the
underlying switching or fiber infrastructure. In this work, we do
notaddresphysicallevel pathdiversity,



even with theseimprovements we find that substantiatifferences
remainandthereforeconcludethat additionalwork is neededbe-
fore Rocletfuel-cerived topologieswill be apprgriatefor evaluat-
ing sensitve topologicalmetrics.

The remainderof this paperis organizedasfollows. Section2
presentsrelatedwork. Section3 characterizepath diversity in
the Sprinttopology andthe Rocletfuel ISP topologies. Section4
discussesourcesof inaccurag for path diversity in the inferred
topologes, and evaluaes heuristicsfor improving their accurag.
Section5 summarize®ur experiences andresultsof the paper

2. RELATED WORK

There has beenextensve researchin the areaof mecharmms
that could take advantageof pathdiversity However, little work
hasbeendoneto characterizgpathdiversityin Internettopologies.
There have beena numberof efforts to map Internettopologes
using active measurerants[9, 10, 7]. As part of thesestudies,
theseefforts highlight someof the challengeso measuringnet-
work topologes. They do not, however, evaluatethe accurag of
the resultingtopologiesas comparedto a known correctnetwork
topology or the effects of actve measurementechniqueson the
resultingpathdiversity of theinferredtopologies.

Tangmunaunkit et al. [8] identify a setof metricsto evaluate
network topologes. One of thesemetricsis topology resilience,
whichis definedasthesizeof thecut setof a balancedi-partition.
Resilienceas relatedto pathdiversity, butit is too coarseof ametric
to characterizgoathdiversity In their work, they usethesemetrics
to discusshe accurayg of topology modelswhencomparel to net-
work topologiesgeneratedy active measuremes. But, they do
not contrastmeasuredopologiesto actualnetwork topologes.

Giroire etal. analyzetherobustnesf IP backlbnes[11]. They
studytheresilienceof abackimnenetwork to fiber cutsandpropcse
solutionsfor finding an optimalmappingof a given IP topology to
afiberinfrastructure.

Akella et al. [12] study the performanceand reliability bene-
fits of using multihoming for high-wolume seners and recevers
in the Internet. Using traceroutemeasuremes amongsenersin
the Akamai contentdistribution network, they explore the perfor
mancebenefitsof multihomingwheretraffic usesfirst-hop diver-
sity of routing to differentISPson the first hop to the samedes-
tination. Using traceroutemeasurementsetweenAkamaiseners
andKeynote Systemaodesin geograpically diversenetwork lo-
cations,they also constructtreesof pathsfrom multiple Akamai
senersto individual Keynotenodesto explicitly representhe path
diversitybetweerthem. Thiswork focusesnthepathdiversityen-
abledjust usingmultihomingandstandardP routing acrossSPs,
whereasour goalis to characterizehe pathdiversity of complete
ISPtopologies.

In [13], we statethe problemof studyingpath diversity in In-
ternettopologes andillustrateit with two casestudies:insidean
ISP andacrossmultiple ISP networks. In this paper we focuson
pathdiversityinsidean ISP network. We expandour definitionand
analysisof pathdiversity, anddiscusshe limitations of compuing
pathdiversity usingtopologes generatedby actve measuremes.

3. PATHDIVERSITY INISPTOPOLOGIES

RoutinginsideanISPnetwork is performedby Interior Gatavay
ProtocolgIGP)suchasOSPH14] andIS-IS[15]. In general)GPs
forward pacletsusingthe shortesipathto the destination.Despite
this prevalert policy of usingasinglepath,therearesomeopportu-
nities for leveragingpathdiversity insidea network. Routingpro-
tocolsusemultiple pathsbetweerntwo pointsin the network either

whenthereis afailure or whentherearemultiple pathswith equal
cost. In theformer case traffic from afailed pathis switchedto a
backip pathafterthefailure. In the latter, multiple pathsareused
simultaneouslyo spreadouttraffic to a destinatiorto balancdoad
acrosathsandpotentiallyprovide higherbandwidthto the desti-
nation.

Equal-cosmultipathroutingis availablebothin OSPF14] and
IS-1S [15]. Whentherearemultiple pathsto a destinationfouters
typically choosewhich interfaceto forward a paclet basedon a
hashfunction of someof the fields thatidentify a TCP flow. The
implementationof this hashfunction is vendr-specific. ISPsare
responsibldor assigningveightsto links to determinewhich paths
have equalcost,but they have no control over which specificpath
apacletis forwardedon.

In this section, we characterizethe path diversity in the real
Sprint topology and the inferred Rocletfuel ISP topologes. We
identify two kinds of pathdiversity. OnecanconsideronelSPfull
topology i.e.,all IP pathsavailablein theabsencef failureor rout-
ing constraintgincluding backuplinks). We call this type of path
diversity complete. Completepathdiversity, however, is notalways
availableto traffic traversingthe ISP network becausef link fail-
uresand network engineering practices(somepathsmay be used
only for backup purposek We call the pathdiversity availableata
givenmomentactive.

3.1 Path Diversity in the Sprint Network

We werefortunateto have accesgo the exactcontinenal Sprint
US PoP-level topology unde a non-dsclosureagreemeti. This
network is compasedof 17 PoPsscatteredhroughod theUS.PoPs
areinterconrectedby multiple high-bandvidth optical links (OC-
48 andOC-192),not all of which areactive ata giventime. Links
representP links betweerPoPs Sprintprovidedannotatiosin the
topology that determinewhich links are usedonly asbackup. In
thistopology, we compue active pathdiversity by ignoringbackup
links. Eventhoughthis is a statictopology and consguently its
pathdiversity representshe amour of pathdiversity availablein
the Sprintnetwork in the absencef failures.
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Figure 1. Path diversity in the Sprint Network.

Figurel shaws the cumulatie distribution function of the num-
berof link- andPoP-disjoinpathsfor all pairsof PoPsin the Sprint
network. The setof PoP-disjointpathsfor a given pair of PoPsis
asubsef thelink-disjoint pathsfor the samepair. Consequaetly,
the number of PoP-disjointpathsis no greaterthanthe numbe of

2An approimatetopologycanbefoundat http://wwwsprint.net



link-disjoint paths.SincePoPscanfail (e.g.,from power failures),
PoP-disjointpathsrepresenthe highestamountof availability.

We presentboth active and completepath diversity. The solid
line representthemaximumpossiblenumberof pathsfor eachpair
of PoPsasdeterminecby the minimum betweerthe out-degreeof
the sourcePoPandthein-degreeof the destinationPoP Measured
pathdiversity closeto thislimit indicatesthatpathdiversityis lim-
ited only by thedegreeof the PoPs.

We canseein Figure 1 thatthe Sprintnetwork hasa large path
diversity Whenconsiderimg both link- and PoP-disjointpaths,all
pairsof PoPshave morethanone path. The significantdifference
betweerthe numberof link- andPoP-disjoinpathsis expededbe-
causetherearemultiple links connectinga pair of PoPs.The num-
ber of link-disjoint pathsis relatively large. Almost 90% of pairs
of PoPshave at leastfour link-disjoint pathsbetweenthem, and
40% of pairs of PoPsare conneted througheight or more link-
disjoint paths(thesearegenerallythe mostimportantpathsasde-
finedin [11]). Active path diversity representghe potential for
spreadingraffic in the Sprintnetwork, whereascompletepathdi-
versityrepresentthelimits of potentialavailability (i.e.,how mary
links needto fail beforethe network is partitioned).

Since ISP topologiesare confidential,and we have only been
ableto obtainaccesshe Sprinttopology, we needto usetopologes
generatedby end-to-endmeasurementfor other ISPs. We now
conside thosegeneratedy the Roclketfueltool.

3.2 Path Diversity in Rocketfuel Topologies

Rocletfueltopologesareconstructedrom traceroute-lilke probes,
which identify the incominginterfacesof the routerstraversedby
probes[7]. After collectingall links found by probes,Rocletfuel
appliestechniquego mapdifferentinterfacesin the samerouterto
asinglenodein thetopology

Becausehe Sprint topology usedabove was at the PoP level,
we focushereoninter-PoPpathdiversityin Rocketfud topologies.
Since PoPsrepresenphysicallocations,we group all routerslo-
catedin the samecity in the Rocletfuel topologiesinto a PoPand
conside only links betweerroutersin differentPoPs.

We have measuredhe path diversity for all the topologes de-
scribedin [7]. Basedon our resultswe divide this setof topologes
into two groups: low containstopologieswith a significantper
centageof pairs of PoPswith only one path betweenthem, and
high containstopologieswith a higherlevel of pathdiversity Here
we only presentresultsfor one representatie topologiesof each
group We selectTiscali, an EuropeaniSR to representhe first
group and Sprintto representhe other To distinguishthe Sprint
topology inferredby Rocletfuel from the real Sprinttopology, we
call theformer Sprint;. andthelatter Sprint,ear.

For thesale of comparisonwe eliminatePoPsn Sprint;, ¢ that
arenotpresentn Sprint ... We alsoremove non-EurgeanPoPs
from the Tiscali topology sothatboth topologiescontainonly the
main PoPsof their networks. The resulting Sprint;,s topology
has17 PoPsandthe Tiscali topology has49 PoPs. We compute
pathdiversity betweerevery pair of PoPsn bothtopologes.

Figure2 shawvs the cumulatie distribution function of the num-
berof link- andPoP-disjointpathsfor every pair of PoPs.Thereis
a large differencebetweerthe amountof pathdiversityin thetwo
topologes. The Sprint;, s topology hasat leasttwo PoP-disjoint
pathsbetweenall of its PoPs,whereasTiscali hasonly one path
between’0% of its PoPs.The differenceis more pronowncedfor
link-disjoint paths. Sprint;,s hasat leastfive link-disjoint paths
betweenall of its PoPsand Tiscali haslessthanfive link-disjoint
pathsbetweeralmost85% of its PoPs.

One can only computeactive path diversity from Rocketfuel-
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Figure 2: PoP-level path diversity in the Sprint and Tiscali
topologiesinferred by Rocketfuel.

generatedopologes. Hence the lack of pathdiversityin the Tis-
cali topology doesnot meanthatasinglelink or routerfailure will
necessarilglisconnetthenetwork. Mostlikely, Tiscalihasbackup
links thatcanbeusedin the caseof failure or useoptical-level pro-
tection mechanisms But the resultsdo indicatethat Sprinthasa
morerobust network becaseit hasa higherpathdiversity Sprint
hasalsomorepotentialfor balancingtraffic betweenPoPsasindi-
catedby the numberof link-disjoint paths.

More surprisingis the differencebetweenthe diversitiesof the
Sprintins and Sprint,..; topologes’. Becauseactive measure-
mentsdo not captureall thelinks in the network, we expededthat
the pathdiversity in the Sprint;, s topologywould be lower than
that of the Sprint,.q topology More specifically we expected
the setof disjoint pathsbetweera pair of PoPsin Sprint;,s to be
a subsebf the setof disjoint paths(including backuplinks) found
for the samepair of PoPsin Sprint,..;. ComparingFiguresl
and 2, we seethat, instead,Sprint;»s hashigher path diversity
We discusghisissuein the next section.

4. ACCURACY OF PATH DIVERSITY IN
INFERRED TOPOLOGIES

Topologiesgeneratedrom active measurementareanapproi-
mationof thereal ISP network. Theremay be actuallinks thatare
notin the generatedopology, andtheremay belinks in the gener
atedtopologythatdo not actuallyexist. As a metric pathdiversity
is particularlysensite to sucherrors,sinceeacherrorchangsthe
pathdiversity by onefor atleastone pair of PoPs. This contrasts
with othermetrics[8], suchasnodediameterandaveragepairwise
shortespath,which arerelatively insensitve to a smallnumbe of
erroneos links.

4.1 Comparison of Inferred and Real
Topologies
Let L;(4,j) andPr(, j) bethenumbe of link- andPoP-disjoint
paths,respectiely, in Sprint;,s for a pair of PoPs(z, j). Let
Lg(3,j) andPg(i, j) bethecorrespadingvaluesfor Sprintrea..
We further investigatethe discrepancien pathdiversity between

3TheSprintin £ andSprint,.q topologiesverecollectedapprox
imately six monthsapart,but the Sprint topology did not change
muchduringthatperiod.
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thetwo topologesby computingtheratios:

Ll(is ])/LR(Z~ J)! and
Pi(i,7)/Pr(i, 7) for every pair of PoPs(z, j).

RL;(i,j) =
RP((i,j) =

Figure 3 presentshe cumulative distribution of RL;(4, j) and
Figure 4 presentghe cumulative distribution of RP;(i, 5) for all
pair of PoPs(z, j). WhenRL;(i, j) or RPi(z, 7) is 1, the pathdi-
versitymeasuredor (¢, j) in Sprint;,; matcheshatof Sprint,cai.
WhenRL;(i, j) or RP; (i, j) is greatetthan1, Sprint;, s overes-
timatespathdiversity, andwhenRL; (¢, j) or RP (3, j) islessthan
1, Sprint;ny underestimatepathdiversity.

Figure3 shavsthatthenumberof link-disjoint pathsin Sprint, ¢
variesfrom 1.25 to 4.4 timesthe numberof link-disjoint pathsin
Sprintreq;. Onaveragethereare158% morelink-disjoint paths
in Sprinti,s thanin Sprintreqr. Sprint:ny undeestimatepath
diversityfor 9% of thepairsof PoPsput, averagedver all pairsof
PoPsijt overestimateby 37%.

An inspectionof bothtopologes shaws thatthereis a conside-
able numberof falselinks in the Roclketfud topology Thereare
two kindsof falselinks in Sprint;,: links betweerPoPsthatare
not connectedn Sprint,.,; andextralinks betweerPoPsthatare
conrected. Both kinds of falselinks explain the higher path di-
versity in the inferredtopology. Falselinks betweenPoPsthatare
conrectedin Sprint,.q; only increasehe numker of link-disjoint

paths,whereadalselinks conrecting PoPsthatare not connected
in Sprint,.q increaseboth the numkber of link- and PoP-disjoint
paths.

We discussthe origins of thesefalselinks and otherlimitations
of active measuremes techniquedor capturingpath diversity in
thenext section.

Someof the falselinks are easyto identify asbeingfalse. For
example,thereareinter-PoPlinks in Sprint;, ¢ conneting anac-
cessrouterin onecity to a backbae routerin anothercity. Such
links cannotexist in the Sprint network. In fact, in our PoP-level
topologiesall inter-PoPlinks shouldbe betweerbackbame nodes.
Therefore,we remove all links connectedto accessnodes from
Sprintinr. We call this new versionof the topology Sprintin¢-
bb. As anotherexample,in [16], the authorsof Rocletfuel present
techniqus for inferring IGP weightsin ISP networks using the
Rocletfueltopologies.For this follow-up work, they useda modi-
fied versionof the Rocketfud topologies.In this new versionthat
we call Sprint;nz-rev, they eliminatedall links for which there
wasnota correspadingreverselink.

To quantify the impactof theseheuristicson improving the ac-
curagy of pathdiversityin the Roclketfueltopologes, we compue
four new ratiosfor the link- and PoP-disjointpathsin the corre-
spondng Sprint;,¢-bbandSprint;, s-rev topologies:

RLr_p = Ljfbb(i,j)/LR(i,j), and

RPr_ww = Pr_w(i,j)/Pa(i, ) for Sprint;,s-bband
RL1 rev = Lrres(i,5)/Lr(4,7) and
RPr—rev = Pr—revs(i,7)/Pr(i,7) for Sprintns-rev.

Figures3 and4 presenthe cumulatize distributionsof thesera-
tios. From thesefigures, we seethat both heuristicsreducethe
differencein the amouwnt of pathdiversity but even after applying
themthey overestimatethe path diversity for the vastmajority of
pair of PoPs. It is interestingto note that, after correctingsome
of the falselinks, path diversity is undereimatedfor somepairs
of PoPs. Path diversity lower thanthat of Sprint,..: is areflec-
tion of links that Roclketfuel wasunableto capturewith measure-
ments. Sprint;, ¢-rev’s pathdiversity is the closesto the pathdi-
versityfoundin Sprint,q;, yetit only matcheshenumberof link-
disjoint pathsof Sprint,.q: for approximately20% of the pairsof
PoPsand28% of the pairswhenconsideringP?oP-disjoinpaths.

4.2 Active Measurements and Path Diver sity

Clearly, the differencein path diversity presentedn the previ-
ous sectionis specificto the Sprint topology inferred by Rock-
etfuel. Even thoughRocletfuel is animprovemert in measuring
ISP topologies,active measurementechniquesstill have limita-
tions that prevent them from accuratelycapturingpath diversity
Thesdimitationsareanobstacl€or usingsuchtopologiesasbasis
for studyingtraffic engineeing or robustnes®f ISP networks.

The processof discovering the topology of an ISP network can
be divided into probing the ISP network to discover links andpro-
cessing thoselinks to infer the ISP topology. Links thatare kept
only asbackupsare not going to be traversedby probes Topolo-
giesgeneratedrom active measurementsannotcontainsuchlinks
unlessthereis a failure duringthe measuremet periodthatcauses
probesto be forwardedthroughbackup links. Consequatly, in-
ferredtopologes capturemostly active pathdiversity, andin some
caseyartof the completepathdiversity In the caseof Sprintnet-
work, completepathdiversityis only 5% morethanactive on aver-
age.Thereforejn this sectionwe chosethe topologyof the Sprint
network without backuplinks asa basisof comparison



Below we discusssomesource®f inaccurag introducedn each
stepof generatinglSP topologiesfrom active measuremes and
how they mightbeaddresed. As anexampe, we analyzethe per
centageof links thatwere missedand addel both during probing
the Sprintnetwork and processinghe probedlinks. Table1 sum-
marizesthe percertageof inter-PoPlinks missedandaddedateach
step,computedover the total numberof links in Sprint.cq.;. The
last column presentghe overall percentageof missedand added
links by comhining both steps. We compued this differenceby
compaing inter-PoP links from Sprint,eai t0 Sprintiny.

Links Probing Processing  Overall
Missed 58.57% - 8.57%
Added 37.14% 717.14% 608.57%
- Reverselinks - 80% -

- PoPsnotconneted  5.71% 285.71% 117.14%
- ConnecedPoPs 31.43% 351.43% 491.43%

Table 1: Percent of missed and added linksin each step of gen-
erating the Rocketfuel PoP topology relative to the number of
linksin the Sprint,..q: topology.

4.2.1 Inaccuraciesintroduced during probing

We compareSprint...; Without backuplinks with the topol-
ogy inducedby theraw Rocletfueltrace$ to quantifyinaccuracies
introducal during probing. We selectlinks from the tracesthat
conrectdifferentPoPsandthatarealsopresentin Sprint;,s. We
call thetopologyinducel by the setof links discoreredby probes
asSprintiraces. Tablel shovs thatthe Rocketfuel probes missed
almost60% of the inter-PoPlinks in the Sprint network. Active
measuremets misslinks for two mainreasons:

e L ack of vantage points. End-to-endneasurerantsonly cap-
turelinks traversedby probes.A vantage point is a hostthat
is the sourceof probes. Increasingthe numberof vantage
pointsandvaryingtheir locationincreaseshe probalility of
finding links. If therearetwo pathswith the samecostbe-
tweentwo pointsin the ISP network and probesarealways
hashedothesamepath, thenall links in thealternatepathare
missed.Probedrom anothevantag point mayfind alterna-
tive equd-cost paths. Missing links may causethe resulting
topologyto undestatethe active pathdiversity

To captureall inter-PoPlinks, it isimportantthatprobesenter
the ISP network in every PoPandexit to all the otherPoPs.
Capturingall thepathdiversityinsideaPoPis harder Probes
shouldenterand exit the ISP network througheachaccess
routerin aPoP

e Incomplete traceroutes. Probesmay be incomplete,i.e.,

theremay be someunknown hops(*') in the traceroutes.

In this case,Roclketfuel consevatively ignoresincomplete
partsof the traces. Examiningthe tracesfor the Sprintnet-
work, we obsenred that there were not mary instancesof

non-respnsego probesin the segmentof thetracethattra-
versethe core of the Sprint network. Consequetty, we do
not believe that is this a main sourceof missinglinks in

Sprintiraces-

More surprising, Sprint:races CONtaina numbe equivalert to
37.14% of thetotal numkerof links in Sprint,.,; thatdo not exist
in therealnetwork evenwhenconsideing backuplinks. Almostall

“Traceroutesused to generatethe topologes are available at:
http://www.cs.washington.ediiesearch/netarking/rocketfuel/.

of thoseextra links are betweena pair of PoPsthatare connected
in the real network. This may arisebecausef network topology
changesduringthe probes.A smallerfraction of links, equivalent
to 5.71% of all links in Sprint,.q:;, connets PoPsthat have no
connestion in the real network. Thoseextra links could have been
causeddy incorrectDNS resolution.

Thetwo maincause®f finding extra links during probingare:

e Changes in the path of a probe: The processof probing
takes time during which its path may change The patha
probetakesmaychargefor two reasonsachange in thenet-
work topologyitself, or aroutingpolicy changethatimpacts
the bestforwarding path. ISPsare constantlymaintaining
andupgradingtheir networks by addingandremaoving links
from thetopology Failurescausesomelinks to be removed
from thetopologiesandmay causesomebacktp links to be-
comeactive.

Changesn the network topology may leadto falseconne-
tivity. If the forwardingpathto the destinationof the probe
changs during the traceroutethenit may appea thatthere
is alink betweentwo routersthat are not conneted in the
real network. This is one possiblereasonfor falselinks in

the Rocletfuel versionof the Sprinttopology Eliminating
links that do not have corresponihg reverselinks, aswas
donefor the Sprint;, ¢-rev topology shouldgreatlyreduce
suchfalseconnectity.

e Incorrect DNS: DNSnamesareusedbothto determinevhich
links belongto a particularISP network andto mapIP ad-
dresseso PoPs.Someaddressemaybeincorrectlymapped
dueto misconfigurationor change in the ISP topology that
have notbeenreportedto DNS, therebyleadingto theinclu-
sionof afalselink in thetraces.

4.2.2 Inaccuracies from processing probed links

After capturingasmary links aspossibleusingactive measure-
mentstoolslike Rocketfuel procesgheresultingtracesto produce
a more accuratemap of the ISP network. In orderto assesghe
effectsof procesig the traceson the final topology we compae
the percentagef inter-PoPlinks connectingevery pair of PoPsin
Sprintiraces With thepercentagén Sprint;, ¢. Tablel shavsthat
processinghetracesaddsmorethanseventimesasmary links as
therealnetwork for two mainreasoss:

e Aliasresolution: After collectinglinks, measuremetrtools
performa seriesof teststo resole aliases.If two interfaces
thatbelongto the samerouterarenot accuratelyresohedto
thesamenode,thentheresultingtopologywill have alarger
numberof routerdisjoint pathsthanin therealnetwork. On
the otherhand.,if two interfacesin differentroutersaremis-
takenly mappedto the samerouter thenthe resultingtopol-
ogy will have morelink-disjoint paths.

Rocletfuelintroducedanumberof new techniqusto resohe
aliasesOneof thesetechniqusis to useinformationin DNS
names. An interfaces DNS namesometimesencods the
routerthathasthe interface,andat othertimesencodsthe
routeratthe otherendof thelink. This differencein corvernt
tion canleadto incorrectgroupingof interfaces. Grouping
two interfacesin differentrouterswill resultin arouterwith
more connecwity, therebyoverstatingthe numbe of link-
disjoint paths.In Table 1, extra links betweenPoPsthatare
conneted in Sprint..q; represeninterfacesthat were not
correctlymappel to the samerouterin a PoR whereadinks



in Sprint;»s betweenPoPsthat have no connectionin the
real network representeitherinterfacesin differentrouters
thatweremistalenly collapsedor a routerthathasanincor
rectDNS name.

e Adding reverse links: Oncea probefound alink between
two routers, it is temptingto add a reverseedgebetween
them. Indiscriminatelyaddingreverselinks, hovever, may
inflate the numberof links in the inferredtopology ascom-
paredto the numberof links in therealnetwork. Traceroute
reportstheincominginterfacesof routers.Hence,f two dif-
ferentvantagepoints probethe samelink from differentdi-
rections thenit will appeaiastwo differentlinks. If thealias
resolutionmechaism wasperfect,thenit would mapall the
interfacesto the samerouterand consideringall links to be
bi-directionalwould be a safeassumption

After thealiasresolutionstep Rocketfuelcompleteshetopol-
ogy by addingreversdinks. Thisstepintroducesanumberof
falselinks to Sprint;, s thatis equivalentto 80% of thelinks
in the real network. This resultsuggestghat, until we have
moreaccuratdechniquafor aliasresolution links shouldbe
consideredlirectedin thetraces.

Givenhow sensitve pathdiversityis to falseor missinglinks, ac-
curatelyrepresenpathdiversityin ISP networks usingactive mea-
surementsemainsanopenproblem.Weareworking onimproving
theaccurag of pathdiversityin the Rocketfueltopologiesandde-
termining the limits to which active measuremertechnigwes can
capturesuchtopologicalpropeties.

5. CONCLUSION

In thispapemve describeour effortsto characterizgathdiversity
in ISP network topologes. First, usingthe real SprintIP topology,
we find that Sprinthassignificantpathdiversity We thencharac-
terize path diversity in a larger setof ISP networks using the re-

centRocletfuelISPtopologiesnferredfrom active measurements.

However, comparingthereal Sprinttopologyto the oneinferredby
Rocletfud, we find thatthe Rocketfuel topology hassignificantly
higherapparenpathdiversity We thenevaluatetwo heuristicshat
improve theaccurag of capturingpathdiversityin thetopologies,
but substantiatlifferencesemain.

Although the Rocketfuel topologes have benefittedfrom some
evaluaion andvalidation, this is the first time thatthey have been
systematicall)comparedo arealtopologyandevaluatedfrom the
perspetive of pathdiversity Due to constraintsfacedby active
measuremets, thesetopologiesboth containfalselinks and miss
actuallinks. We shav thatthe post-proessingof thetraceg(in par
ticular, the aliasresolutionstep)introducesa hugenumker of false
links in thetopology. As ametric,pathdiversityis particularlysen-
sitive to sucherrorssinceeacherror changeghe pathdiversity by
onefor at leastone pair of PoPs. We are working on improving
theaccurag of pathdiversityin the Rocketfueltopologiesandde-
terminingthe limits to which active measurementechnigwes can
capturesuchtopologicalpropeties.
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