MPRI - M2 - Quantum Codes and Cryptography 2025-2026

Exercise sheet 1

Mixed states and trace distance

Exercise 1. Let [ag) = \/Li 00) + 3 |01) + 5 [10). Compute ps = Trp|lap)(Vap| and
pg = Tralap)(WVap|. Write the result in matriz form.

Exercise 2.

1. Consider any o, B € R with o + * = 1, as well as 2 states |1) = a|0) + 3 |1) and
|t1) = B|0) — «|1). Show that:
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3 (bl +lenytund = (17 9,).

2. Show that the state p = al0)(0] + (1 — a)|1)(1] with 0 < a < 1 admits an infinite
amount of descriptions of the form . pile;)(e;|. You can have more than 2 terms
i the sum, but the p; must remain non-negative.

Exercise 3. We have 2 states pg, p1. Bob is given py for a randomly chosen b € {0,1}
and his goal is to guess b. Give the optimal measurement as well as his probability of
success for the following states.

1. po = [0){0], pr = 5 (|0)(O] + [1)(1]).
2. po = 0)(0], pr = [+){+|.

3. po = 2|0)(0| + £1)(1], p1 = |+)(+]. In this case, give only the success probability
and not the optimal measurement.

Quantum Key Distribution

Notations. |+) = \/LQ (|0y 4+ |1)) and |—) = \/Lﬁ (|0) +]1)). “+ " corresponds to the
{]0), |1)} basis and “ x ” corresponds to the {|4),|—)} basis. We have |b)" = |b) and
b)) = H|b) = \% (10) + (=1)"[1)) . Recall the main steps of the BB84 protocol

1. Alice picks a random initial raw key K = kq, ..., k, uniformly at random.

2. For each i € {1,...,n}, Alice picks a random b; € {+, x}, constructs |¢;) = |k;)"
and sends [1);) to Bob.

3. Bob picks some random basis b}, ...,b, € {+, x} and measures each qubit |¢;) in
the b basis. Let ¢; be the outcome of this measurement.

4. Bob sends to Alice the basis b’ = b7,...,b/, he used for his measurements using a

public channel. Alice sends back the subset I = {i € [n] : b; = b} to Bob.

5. Alice then picks a random subset J C I of size % which is the subset of indices for

which Alice and Bob check that there wasn’t any interception and sends J to Bob.
For j € J, Alice also sends k; to Bob.
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6. For each j € J, Bob checks that k; = ¢;. If one of these checks fail, he aborts.

7. Let L =1\J = l1,...,l1 be the subset of indices used for the final raw key. Alice
has K4 = {ki}1c and Bob has Kp = {¢;}1cr.. They perform key reconciliation and
privacy amplification to obtain the final common key K ¢inq-

Exercise 4. We consider the BBS8/ quantum key distribution protocol seen in class. We
want to analyze the information that an eavesdropper Eve can have about each k; if she
measures the qubits |1;) at step 2. We first consider here the case n = 1, so there is a
single k1,by and a single state |11 (b1, k1)) sent.

1. Write the 4 states |11(b1, k1)) as a function of by, k.
2. Knowing that each b;, k; are chosen uniformly at random. What information does
an eavesdropper have about b; given this state? Justify your answer.

3. What is the eavesdropper probability of guessing ki given his state? Justify your
answer.

Exercise 5. We consider another cheating strategy. The second cheating strateqy for Fuve
consists in intercepting and storing the states |1;) at step 2 and wait until she sees ', I, .J
after step 5 in order to get some information about the key.

1. Show that with this strateqy, Eve can recover all the string k.

2. The issue with this strategy is the test at step 6. If Eve intercepts |1;) then Bob
doesn’t get any state at the end of step 2. For each i, Eve sends a state |§;) which
is independent of b; and k; (since Eve doesn’t know them). For a index i, compute
the probability that Bob outputs ¢; for each choice b, depending on |&;). Show that
the probability of outputting b, = b; and k; # ¢; is 1—11.

3. Conclude on the efficiency of this cheating strategy.

Exercise 6. We consider now a more realistic scenario where there are imperfection in
the quantum devices. Consider the honest setting without eavesdropper and assume that

Bob obtains the state t5sp1 + 45 |d:) (] where pr = $]0)(0] + 5[1)(1].

1. How does this impact the protocol?

2. Can you think of a way to modify the protocol in order to make it work? You don’t
need to prove that your solution works but just give an intuition.

Exercise 7. We consider yet another cheating strategy in the case the classical channel is
not authenticated, meaning that Fve can modify the messages sent in the classical portion.
Show how can Eve can cheat in this setting (recall that she can also tamper the quantum
channel).



