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Hash Functions

F:{0,1}" — {0,1}"

Should behave “like a random oracle”.
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Introduction
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Hash Functions

F: {01} = {0.1)"
Should behave “like a random oracle”.
Collision attack
Given F, find My # M; st. F(M7) = F(My).
Ideal security: 2"/2.
Second-preimage attack
Given F and My, find M, # My s.t. F(M7) = F(My).
Ideal security: 2".
Preimage attack

Given Fand H, find M s.t. F(M) = H.
Ideal security: 2.
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Hash Function Cryptanalysis

» Many papers study collision resistance...

... but collision attacks have limited impact.

» Preimage attacks are rather rare...

... but could have a devastating impact.
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Previous work

1990 MD4 design (Rivest)

1991 2-round collisions (den Boer & Bosselaers — Merkle — Vaudenay)
1996 Full collision (Dobbertin)

1998 2-round preimages (Dobbertin)

2005 Very efficient collisions (Wang et al. — Sasaki et al.)
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Previous work

1990 MD4 design (Rivest)

1991 2-round collisions (den Boer & Bosselaers — Merkle — Vaudenay)
1996 Full collision (Dobbertin)

1998 2-round preimages (Dobbertin)

2005 Very efficient collisions (Wang et al. — Sasaki et al.)

Best attacks

Collisions Complexity 2" (Sasaki et al.)

Preimages  » 2 rounds: 2>? (Dobbertin)
» 2 rounds & 7 steps (De et al.)
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Why bother?

MD4 is clearly not a collision-resistant hash function, but:

» Many hash functions use a similar design:
MD5, SHA-1, SHA-2, ...

» MD4 is believed to be one-way.

» MD4 is still in use:

> To “encrypt” passwords in Windows NT
> In the S/KEY one-time-password system
» For integrity checks (rsync — eDonkey)
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The Merkle-Damgdrd construction

Build a hash function from a compression function.

cF:{0,1}""k— {0,1}"
ho =1V, hit1 = cF(hi, M;)
F(Mo, M1, .My 1) = h,

[®e [ w [ v [ W]

Cryptanalysis targets the compression function.
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Preimages
000000000000000

Conclusion
000

Pseudo-preimage attack
Pseudo-preimage attack

Given cFand H, find IV, M s.t. cF(IV, M) = H.
Ideal security: 2".
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Pseudo-preimage attack
Pseudo-preimage attack

Given cFand H, find IV, M s.t. cF(IV,M) = H.
Ideal security: 2".

If we have a pseudo-preimage attack with complexity 2%,
we can build a preimage attack with complexity 2341

=4
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Our results

MD4 compression function

> Pseudo-preimages in 2%

» Theoretical security: 2128

Full MD4 hash function

» Preimages in 2102

» Theoretical security: 2128

» Message length: about 20 blocks.
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Outline

Introduction

Hash Function Cryptanalysis
Description of MD4

The Pseudo-preimage Attack
Differential Attack
Solving The Equations

The Preimage Attack

The Padding
Meet-in-the-middle

G. Leurent (ENS) MD4 is Not One-Way

ges
000000000000000 000

FSE 2008

Conclusion

9/36



Introduction
©00

The MD4 hash function

» Merkle-Damgard.

» Block size: kK = 512 bits
» Internal state: n = 128 bits

» MD Strengthening

7

» Davies-Meyer with
a Feistel-like cipher.
3 rounds of 16 hi_1
steps.

Vv
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The MD4 compression function
| Q4 | [ Q3 | [ Q2 | | Q1 |
T [ [ [
e @ |
[ogss

[ Qs | [ Q2 | [ Q1 | [ @ |

» Q= (Q-+BP(Q-1.Q» Q3)HmBkK) Ks;
In Q-4[]Q-1]|Q-2]|Q-3
Out Q-4 H Qa4/|Q-1 H Qa7||Q—2 B Que]|Q—3 B Qus
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A System of equations

Finding a pseudo-preimage is equivalent to solving
a system of equations over Z::

;

Q = (Q-4BP(Q-1,Q2,Q3)Bmy; Bk) K s
Ho = Q-4 H Q44 = Ho
Hi1 = Q_ 3B Q45 = H;
H, =Q B Qu =H,
Hs = Q_1H Q47 = H;

» 52 equations.

» 68 unknowns: Q_3...Q47 and mg...m1s.
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Outline

Introduction

The Pseudo-preimage Attack
Differential Attack
Solving The Equations

The Preimage Attack
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Starting point

» MD4 is badly broken by differential attacks.

» Can we use differential tools to build preimages?
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Pseudo-preimages

Differential attack
Collision attack:
\Y
Mo M
Use a differential pair:
Mi=My+A

> Select Mg
> Test ifH(MQ) = H(M1)
Break ift/p < 2"/2
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Introduction Pseudo-preimages
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Differential attacks

Collision attack:

Use a differential pair:
Mi=My+A

> Select Mg
> Test ifH(Mo) = H(M1)

Break ift/p < 2n/2
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Differential attacks
Collision attack: Preimage attack:
\% Vo Vi1
Mo M Mo M+
Ho Hi 4
Use a differential pair: Use a differential set:
My = Mg+ A (M, IV;) = f.(Mo, IVo)
> Select M » Select (Mo, IVp)
» Testif H(Mo) = H(My) » Testif H € {H;}
Break if t/p < 2"/2 Break if t < 2k
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MD4 Differential Property
In the first and second rounds, the round function can
absorb one difference:

First round

» IF(x,C,C) =C
» IF(0,x,C) =C
» IF(1,C,x) =C

Second round

» MAJ(x,C,C) =C
» MAJ(C,x,C) =C
» MAJ(C,C,x) =C

We use this property to build our differential path.

MD4 is Not One-Way FSE 2008
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MD4 Absorption: second round

mo Q6

M4 Q7 =C

mg Qs =C

m1) Q9 =C

my Qo

ms Qn =C

mg Qy =C

mq3 Q3 =C

m3 Q4

G. Leurent (ENS)

Pseudo-preimages
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» Pick a message with good Q;’s (fix C)

» Modify mg

MD4 is Not One-Way

FSE 2008
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MD4 Absorption: second round

Mg > Q16

mg Q7 =C

mg Qs =C

m1) Q9 =C

my Qo

ms Qn =C

mg Qy =C

mq3 Q3 =C

m3 Q4

G. Leurent (ENS)

Pseudo-preimages
00080000

> Pick a message with good Q;’s (fix C)

» Modify mg

MD4 is Not One-Way
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MD4 Absorption: second round

dmno >

mg Q7 =C

mg Qs =C

m1) Q9 =C

my Qo

ms Qn =C

mg Qy =C

mq3 Q3 =C

m3 Q4

G. Leurent (ENS)

Pseudo-preimages
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> Pick a message with good Q;’s (fix C)

» Modify mg

Step 16

Q6 = (Q‘|2EMAJ(C ,C ,Q‘|3) EHmo) XK 3

MAJ(C ,C ,Q3)=C

MD4 is Not One-Way

FSE 2008
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MD4 Absorption: second round

dmno >

mg Q7 =C

mg Qs =C

m1) Q9 =C

my Qo

ms Qn =C

mg Qy =C

mq3 Q3 =C

m3 Q4

G. Leurent (ENS)

Pseudo-preimages
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> Pick a message with good Q;’s (fix C)
» Modify mg

Step 17

Q17 = (Qi3 BMAJ(Q6,C ,C

MA]J
MA)

|

C .C .Qs3
Q;6,.C ,C

MD4 is Not One-Way

)

C
C

)Bmy) K 7

FSE 2008
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Pseudo-preimages
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MD4 Absorption: second round

Q1
Qi3
Q4 =C
Qs =C
dng >
mg Q7 =C
mg Qs =C
m1y Q19 =
my Qo
ms Q1 =C
mg Qy;; =C
mq3 Q3 =C
mj Qo4

G. Leurent (ENS)

> Pick a message with good Q;’s (fix C)
» Modify mg

Step 18

Qis=(C BMAJ(C Q. C )Hmg) K11
MAJ(C € .Q;3)=C

MAJ(Qi6. € .C )=C

MAJ(C ,Q,C )=C

MD4 is Not One-Way FSE 2008 17 /36



Pseudo-preimages
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MD4 Absorption: second round

> Pick a message with good Q;’s (fix C)

» Modify mg

Step 19
%ﬁ Q9= (C BMAJ(C .C ,Qi)Bmy) <« 19
Qi1 =C
Qs =C

Jmg <o MAJ(C .C ,Qs;3

mgy Q17:C MAJ Q16.C , C

ms Qs =C| MAJ(C ,Q.C

e
noOnNnn

m1) Q9 =C| MAJ(C .C ,Qy

my Qo

ms Qn =C

mg Qy =C

mq3 Q3 =C

m3 Q4
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MD4 Absorption: second round

dmno >

mg Q7 =C

mg Qs =C

m1) Q9 =C

mq Qo>

ms Qn =C

mg Qy =C

mq3 Q3 =C

m3 Q4

G. Leurent (ENS)

Pseudo-preimages
00080000

> Pick a message with good Q;’s (fix C)

» Modify mg

Step 20
Q0 = (QieEBMAJ(C .C .C

MAJ(C ,C ,Qs3
MAJ(Qq4,C . C
MAJ(C ,Qq6.C
MAJ(C ,C ,Qq
MAJ(C ,C .C

I T 1
eXelelale!

MD4 is Not One-Way

JHmM) « 3
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MD4 Absorption: second round

dmno >

mg Q7 =C

mg Qs =C

m1) Q9 =C

mq Qo>

ms Qn =C

mg Qy =C

mq3 Q3 =C

m3 Q4

G. Leurent (ENS)

Pseudo-preimages
00080000

> Pick a message with good Q;’s (fix C)

» Modify mg

Step 21
Q= (C BMAJ(Qp,.C .C

MAJ(C ,C ,Qs3
MAJ(Qq4,C . C
MAJ(C ,Qq6.C
MAJ(C ,C ,Qq
MAJ(Cc ,C .C
MAJ(Qz0,C ,C

I | T 1
nnnnnn

MD4 is Not One-Way

)Bms) <« 7
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MD4 Absorption: second round

dmno >

mg Q7 =C

mg Qs =C

m1) Q9 =C

mq Qo>

ms Qn =C

mg Qy =C

mq3 Q3 =C

m3 Q4

G. Leurent (ENS)

Pseudo-preimages
00080000

> Pick a message with good Q;’s (fix C)

» Modify mg

Step 22
Q. =(C HMAJ(C ,Qxn,.C

MAJ(C ,C ,Qi3)=C
MAJ(Q;6,€ ,€ )=C
MAJ(C ,Q.€C )=C
MAJ(C ,C ,Qq)=C
MAJ(C ,€c ,Cc )=C
MAJ(Qz,C ,C€ )=C
MAJ(C ,Q,C )=C

MD4 is Not One-Way

)EBmg) & 11
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Pseudo-preimages
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MD4 Absorption: second round

> Pick a message with good Q;’s (fix C)

» Modify mg
Step 23
8}? Q3 = (C BMAJ(C ,C ,Qu)Hm3) 19
Qs =C
Qi =C

Jmg <o MAJ(C .C ,Qs;3

mgy Q17:C MAJ Q16.C , C

ms Qs =C| MAJ(C ,Q.C

m1) Q9 =C| MAJ(C .C ,Qy

m [SOrmn MAJ(C ,C ,C

ms Q=€ MAJ(Q,C . C

mo Q =C| MAJ(C ,Q.C

1 |V e 1
nOonNnnonnnNnn

mi | [Q=C€ MAJC .C . Q

m3 Q4
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MD4 Absorption: second round

dmno >

M4 Q7 =C

mg Qs =C

m1) Q9 =C

mq Qo>

ms Qn =C

mg Qy =C

my

mq3 Q3 =C
Qas>

G. Leurent (ENS)

Pseudo-preimages
00080000

> Pick a message with good Q;’s (fix C)

» Modify mg

» Only Qq4, Q20, Q24, ... are affected.

MAJ(C ,C ,Qi3)=C
MAJ(Q;6,€ ,€ )=C
MAJ(C ,Q.€C )=C
MAJ(C ,C ,Qq)=C
MAJ(C ,€c ,Cc )=C
MAJ(Qz,C ,C€ )=C
MAJ(C ,Q,C Zg

MAJ(C ,C ,Qu

MD4 is Not One-Way

FSE 2008
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Pseudo-preimages
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MD4 Absorption: second round

> Pick a message with good Q;’s (fix C)
» Modify mg

» Only Qq4, Q20, Q24, ... are affected.
» We can also modify m1, my, ...

Jmg <o MAJ(C .C ,Qs;3

mgy Q17:C MAJ Q16.C , C

ms Qs =C| MAJ(C ,Q.C

m1) Q9o =C| MAJ(C .C ,Q

ani [SOrmn MAJ(C ,C ,C

ms Q=€ MAJ(Q,C . C

mo Q =C| MAJ(C ,Q.C

1 |V e 1
nOonNnnonnnNnn

dam >

mi3 | [@s =€ MAJ(C .C ,Qxp
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MD4 Absorption: second round

v

Pick a message with good Q;’s (fix C)
Modify mg

v

» Only Qq4, Q20, Q24, ... are affected.
» We can also modify m1, my, ...
8}? » Local collision if we force Qy4.
Q4 =C
Qs =C

Jmg <o MAJ(C .C ,Qs;3

mgy Q17:C MAJ Q16.C , C

ms Qs =C| MAJ(C ,Q.C

m1) Q9o =C| MAJ(C .C ,Q

ani [SOrmn MAJ(C ,C ,C

ms Q=€ MAJ(Q,C . C

mo Q =C| MAJ(C ,Q.C

1 |V e 1
nOonNnnonnnNnn

mi3 | [@Qs=0C MAJIC .C . Qp
T | [>Qu<
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MD4 Absorption: first round

Qo

Qq
Q=1
Q=1
dmng > Qu>
ms Qs;=0
my Q; =1
mio Q=1
mii Q1 =1
iz | [ Qi<

G. Leurent (ENS)

> Pick a message with good Qs
> Modify my
» Only Qq4, Qg, Q13, ... are affected.

v

v

Local collision if we force Q3.

IF1 ,1 . @Q )=1
IF(Qs .1 .1 =1
IF(0 ,Q4 .1 =1
IF(1 .0 .Q4 )=0
IF(1 ,1 .0 =1
IF(Qg ,1 .1 =1
IF(0 ,Qs .1 =1

0 ,Q3)=0

IF(1

MD4 is Not One-Way

We can also modify mg, m1, ...

FSE 2008
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The differential path

Qo Q4 Qg Q2 Qs Qo Qa4 Qs Q32 Q36 Qa0 Qua

mo

Introduce the difference at step 16 (mo).
Cancel the difference at step 32 (mo).
Use m3 as a degree of freedom.

mo and m3 are used at the very beginning and the very end.

G. Leurent (ENS) MD4 is Not One-Way FSE 2008
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Pseudo-preimages
00000000

The differential path

Qo Q4 Qg Q2 Qs Qo Qa4 Qs Q32 Q36 Qa0 Qua

mo mo

Introduce the difference at step 16 (mpo).
Cancel the difference at step 32 (mo).
Use m3 as a degree of freedom.

mo and m3 are used at the very beginning and the very end.
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Pseudo-preimages
00000000

The differential path

Qo Q4 Qg Q2 Qs Qo Qa4 Qs Q32 Q36 Qa0 Qua

mo m3 Mo

Introduce the difference at step 16 (mp).
Cancel the difference at step 32 (mo).
Use m3 as a degree of freedom.

mo and m3 are used at the very beginning and the very end.
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The differential path

Qo Q4 Qg Q2 Qs Qo Qa4 Qs Q32 Q36 Qa0 Qua

mo m3 mo m3  mo m3
> Introduce the difference at step 16 (mo).

» Cancel the difference at step 32 (my).

» Use m3 as a degree of freedom.

» mo and mj3 are used at the very beginning and the very end.

G. Leurent (ENS) MD4 is Not One-Way FSE 2008
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Pseudo-preimages
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The differential path

Qo Q4 Qg Q2 Qs Qo Qa4 Qs Q32 Q36 Qa0 Qua

mo ms3 mo m3  mo m3

> Introduce the difference at step 16 (mo).
» Cancel the difference at step 32 (my).
» Use m3 as a degree of freedom.

» mo and mj3 are used at the very beginning and the very end.

We have 232 messages (mo, m3) with only 8 free steps.
» We control round 2 thanks to the conditions on the Q;’s.
» We skip round 1 and 3 thanks to the position of the differences.

G. Leurent (ENS) MD4 is Not One-Way FSE 2008 19/36
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Overview
Preimage attack:
Vo IVi_q
» Find an initial message
Mo My (Mo, IVp) with some Q; fixed.
» Use the freedom in m7 and m;
to simplify the equations:
related message.
Ho Hi_4 » We have a differential set of

232 messages (mg, m3).

Use a differential set:
(M;, 1IV;) = f;(Mo, IVp) » Study the first and last steps to
> Select (Mo, IVo) test if one message yields H.

» Testif H € {H;}

G. Leurent (ENS) MD4 is Not One-Way FSE 2008 20/36



— Q1

— Q13 Q9 =C

_ Q4 =C Q3 =C

_ Qs =C Qs34

g > Qo Jmo > o> | (2 Qs <
ms Q mg Q;=C ms Q33
m Q mg Qs =C my Qs34
am3 > Qs mi2 Q19 = mi2 Qss

mgy Q4 m m3 Q36
ms Qs ms Q) =C mio Q37
Mg Qs mg Q»n=C Mg Qss
my Qs m13 Q3 =0C mi4 Q39
mg Qg m3 mn Qa0
Mg Qg Mg Qs =C My Q41
m1o Qo m1o Qp=C ms Qa2
mi1 Q11 mi4 Qy;=C mis3 Qa3
mi2 Q1 [SUEES) [SUERS) Qusr
mi3 Qi3 my Q9 =C mi1 %
mig Qs =C m1q Q30 =C my
m1s Q;; =C m1s 1 m1s Qazy




— Q1

— Q13 Q9 =C

_ Q4 =C Q3 =C

_ Qs =C Qs34

mg > Qo amo > o> | (2 Qs <
ms Q mg Q;=C ms Q33
m Q mg Qs =C my Qs34
am3 > Qs mi2 Q19 = mi2 Qss

mgy Q4 m m3 Q36
ms Qs ms Q) =C mio Q37
Mg Qs mg Q»n=C Mg Qss
my Qs m13 Q3 =0C mi4 Q39
mg Qg m3 mn Qa0
Mo Qg Mg Qs =C My Q41
m1o Qo m1o Qp=C ms Qa2
mi1 Q11 mi4 Qy;=C mis3 Qa3
mi2 Q1 [SUEES) [SUERS) Qusr
mi3 Qi3 my Q9 =C mi1 %
mig Qs =C m1q Q30 =C my
m1s Q;=C mis 1 m1is Quzy




— Q1

— Q13 Q9 =C

_ Q4 =C Q3 =C

_ Qs =C Qs34

mg > Qo mg > o> | (2 Qs <
ms Q mg Q;=C ms Q33
m Q mg Qs =C my Qs34
am3 > Qs mi2 Q19 = mi2 Qss

mgy Q4 m m3 Q36
ms Qs ms Q) =C mio Q37
Mg Qs mg Q»n=C Mg Qss
my Qs m13 Q3 =0C mi4 Q39
mg Qg mj mn Qa0
Mg Qg Mg Qs =C My Q41
m1o Qo m1o Qp=C ms Qu
mi1 Q11 mi4 Qy;=C mis3 Qa3
mi2 Q1 am > [SUERS) Qusr
mi3 Qi3 my Q9 =C mi1 %
mig Qs =C m1q Q30 =C my
m1s Q;=C mis 1 m1is Quzy




— Q1
— Q13 Q9 =C
_ Q4 =C Q3 =C
— Qs =C Q31
dmo Qo Mo » o > | [ Qs ¢
ms Q mg Q;=C ms Q33
m Q mg Qs =C my Qz4
amn3 > Qs mi2 Q19 = mi2 Qss
My Q4 m1 m) Q36
ms Qs ms Q) =C mio Q37
Mg Qg mg Q; =C Mg Qsg
my Q7 mi3 Q,;=C mi4 Q39
mg Qs mj m Qa0
My Qg il Qs =C g Qa1
m1o Qo m1o Qp=C ms Qu
mi Q11 mi4 Q;=C mi3 Qa3
m12 Qn amns > ans > Qusr
mi3 Qi3 my Q9 =C mi Qs>
mi4 | [Qa=C m1 Q3 =C my Qur
m1s Qs=C m1s 1 m1s Quz>




— Q1
— Q13 Q9 =C
_ Q4 =C Q3 =C
_ Qs =C Qs34
Jdng > Qo o > o > | (2 Qs
ms Q mg Q;=C ms Q33
m Q mg Qs =C my Qz4
amn3 > Qs mi2 Q19 = mi2 Qss
My Q4 m1 m) Q36
ms Qs ms Q) =C mio Q37
Mg Qs mg Q»n=C Mg Qss
my Q7 m13 Q,;=C mi4 Q39
ms Qs m3 mi Qa0
Mo Qg mg Qs =C My Q41
m1o Qo m1o Qp=C ms Qu
mi Q11 mi4 Qy;=C mi3 Qa3
m1) Q12 [SUERS) am3 > Q>
mi3 Qi3 my Q9 =C mi Qs>
mi4 Quz=C m1 Q3 =C m7 Qs>
m1s Qs =C m1s 1 m1s Quz>




— Q1
— Q13 Q9 =C
_ Q4 =C Q3 =C
— Qs =C Q31
mg > Qo amo > o > | (2 Qs
ms Q mg Q;=C ms Q33
m Q mg Qs =C my Qz4
amn3 > Qs m12 Q19 = mi2 Qss
my Q4 m1 m3 Qs6
ms Qs ms Q1 =C m1o Q37
Mg Qs mg Q»=C Mg Qss
my Q7 mi3 Q,;=C mi4 Q39
ms Qs m3 mi Qa0
Mo Qg mg Qs =C My Q41
m1o Qo m1o Qp=C ms Qu
mi Q11 mi4 Q;=C mi3 Qa3
m1) Q12 [SUERS) am3 > Qua>
m13 Qi3 my Q9 =C m1q [<orey
mi4 Qz=C m1 Q3 =C m7 Qs>
m1s Qs=C mis 1 m1is Quzy
Initial msg

(C, Q12, Q13, Q31)




— Q1
— Q13 Q9 =C
_ Q4 =C Q3 =C
— Qs =C Q31
mg > Qo amo > o> | (=2 Qs <
ms Q mg Q;=C ms Q33
m Q mg Qs =C my Qz4
amn3 > Qs m12 Q19 = mi2 Qss
my Q4 m1 m3 Qs6
ms Qs ms Q1 =C m1o Q37
Mg Qs mg Q»=C Mg Qss
my Q7 mi3 Q,;=C mi4 Q39
ms Qs m3 mi Qa0
Mo Qg mg Qs =C My Q41
m1o Qo m1o Qp=C ms Qu
mi Q11 mi4 Q;=C mi3 Qa3
m1) Q12 [SUERS) am3 > Qua>
m13 Qi3 my Q9 =C m1q [<orey
mi4 Qz=C m1 Q3 =C m7 Qs>
m1s Qs=C mis 1 m1is Quzy
Initial msg

(C, Q12, Q13, Q31)




— Q1
— Q13 Q9 =C
_ Q4 =C Q3 =C
— Qs =C Q31
mg > Qo amo > o > | (=2 Qs ¢
ms Q mg Q;=C ms Q33
m Q mg Qs =C my Qs34
amn3 > Qs m12 Q19 = mi2 Qss
my Q4 m1 m3 Qs6
ms Qs ms Q1 =C m1o Q37
Mg Qs mg Q»=C Mg Qss
my Q7 mi3 Q,;=C mi4 Q39
ms Qs m3 mi Qa0
Mo Qg mg Qs =C My Q41
m1o Qo m1o Qp=C ms Qu
mi Q11 mi4 Q;=C mi3 Qa3
m1) Q12 [SUERS) am3 > Qua>
m13 Qi3 my Q9 =C m1q [<orey
mi4 Qz=C m1 Q3 =C m7 Qs>
m1s Qs=C mis 1 m1is Quzy
Initial msg

(C, Q12, Q13, Q31)




— Q1
— Q13 Q9 =C
_ Q4 =C Q3 =C
— Qs =C Q31
mg > Qo amo > o > | (=2 Qs ¢
mn Q mg Q;=C ms Q33
m2 Q mg Qs =C my Qs34
amn3 > Qs m12 Q19 = mi2 Qss
my Q4 m1 m3 Qs6
ms Qs ms Q1 =C m1o Q37
Mg Qs mg Q»=C Mg Qss
my Q7 mi3 Q,;=C mi4 Q39
ms Qs m3 mi Qa0
Mo Qg mg Qs =C My Q41
m1o Qo m1o Qp=C ms Qu
mi Q11 mi4 Q;=C mi3 Qa3
m1) Q12 [SUERS) am3 > Qua>
m13 Qi3 my Q9 =C m1q [<orey
mi4 Qz=C m1 Q3 =C m7 Qs>
m1s Qs=C mis 1 m1is Quzy
Initial msg

(C, Q12, Q13, Q31)




_ Q1
— Q13 Q9 =C
_ Q4 =C Q3 =C
_ Qs =C Qs34
g > Qo Jmo > o > | (=2 Qs ¢
mn Q mg Q;=C ms Q33
m2 Q mg Qs =C my Qs34
amn3 > Qs mi2 Q19 = mi2 Qss
My Q4 m1 m) Q6
ms Qs ms Q1 =C mio Qs7
Mg Qs mg Qy=C Mg Qss
myz Q7 m13 Q3 =0C mi4 Q39
ms Qs m3 mi Qa0
Mo Qg mg Qs =C My Q41
m1o Qo m1o Qp=C ms Qu
mi Q11 mi4 Qy;=C mi3 Qa3
mi2 Q1 am > [SUERS) Qusr
m73 Qi3 my Q9 =C m1q Qy5>
mi4 Q4 =C miq Q3 =C my Qe
m1s Qs=C mis 1 m1is Quzy
Initial msg

(C, Q12, Q13, Q31)




_ Q1
— Q13 Q9 =C
_ Q4 =C Q3 =C
_ Qs =C Qs34
g > Qo Jmo > o > | (=2 Qs ¢
ms Q mg Q;=C ms Q33
m2 Q mg Qs =C my Qs34
amn3 > Qs mi2 Q19 = mi2 Qss
My Q4 m1 m) Q6
ms Qs ms Q1 =C mio Qs7
Mg Qs mg Qy=C Mg Qss
myz Q7 m13 Q3 =0C mi4 Q39
ms Qs m3 m Qa0
Mo Qg mg Qs =C My Q41
m1o Qo m1o Qp=C ms Qu
mi Q11 mi4 Qy;=C mi3 Qa3
mi2 Q1 am > [SUERS) Qusr
m73 Qi3 my Q9 =C m1q Qy5>
mi4 Q4 =C miq Q3 =C my Qe
m1s Qs=C mis 1 m1is Quzy
Initial msg

(C, Q12, Q13, Q31)




_ Q1
— Q13 Q9 =C
_ Q4 =C Q3 =C
_ Qs =C Qs34
g > Qo Jmo > o > | (=2 Qs ¢
ms Q mg Q;=C ms Q33
m2 Q mg Qs =C my Qs34
amn3 > Qs mi2 Q19 = mi2 Qss
My Q4 m1 m) Q6
ms Qs ms Q) =C mio Q37
Mg Qs mg Q»=C Mg Qss
my Q7 m13 Q,;=C mi4 Q39
mg Qg m3 mn Qa0
my Qg Mg Qs =C mo Qu
m1o Qo m1o Qp=C ms Qu
mi Q11 mi4 Qy;=C mi3 Qa3
mi2 Q1 am > [SUERS) Qusr
m73 Qi3 my Q9 =C m1q Qy5>
mi4 Q4 =C miq Q3 =C my Qe
m1s Qs=C mis 1 m1is Quzy
Initial msg

(C, Q12, Q13, Q31)




— Q1
— Q13 Q9 =C
_ Q4 =C Q3 =C
_ Qs =C Qs34
Jdng > Qo o > o> | [2 Q3¢
mi Q mg Q;,=C ms Q33
m2 Q mg Qs =C my Qs34
anz > Qs m12 Q9 =C m12 Qss
my Qs mi Dy ma Qs
ms Qs ms Q) =C mio Q37
Mg Qs mg Q»=C Mg Qss
myz Q7 m13 Q3 =0C mi4 Q39
mg Qs m3 [<OS) m Qa0
my Qg Mg Qs =C Mo Qu
m1o Qo m1o Qp=C ms Qu
mi Q11 mi4 Qy;=C mi3 Qa3
mi2 Q1 am > [SUERS) Qusr
mis3 Q13 mz Q9 =C m1 Qo
mi4 Q4 =C miq Q3 =C my Qe
m1s Qs=C mis Q31 m1is Quzy
Initial msg Related msg
(C, Q12, Q13, Q31) (Q3z2, my, my)




— Q1
— Q13 Q9 =C
_ Q4 =C Q3 =C
_ Qs =C Q31
Jdng > Qo o > Qigy o > | (=2 Qs ¢
m Q; My Q7 =C msg 3
m2 Q mg Qs =C my Qs34
M3 Q3 mi2 Q9 =C mi2 Qss
mg Qs m1 ooy mj Q36
ms Qs ms Q) =C mio Q37
mg Qg mg Qp=C Mg Qss
myz Q7 m13 Q3 =0C mi4 Q39
mg Qs my Qg mq Qa0
mg Qg Mg Qs =C Mo Q41
m1o Qo m1o Qp=C ms Qu
miq Q1 mi4 Q7 =C mi3 Qa3
m1) Q1> am > [<oITN ams > Qusr
m13 Qi3 my Q9 =C m1 Qs>
Ma Q. =C m7q Q30 =C m7 Quey
mis Qs =C mis Q31 mis Qaz>

Initialmsg [ ] Relatedmsg [ ] Diffset
(C, Q12, Q13, Q31) (Q32, m1, my) (mo, m3) w/ fixed Qs;



Introduction Pseudo-preimages

Preimages
Outline
Introduction
The Pseudo-preimage Attack
Solving The Equations
The Preimage Attack
G. Leurent (ENS) MD4 is Not One-Way

FSE 2008

Conclusion

22/36



Pseudo-preimages 10
00000000 0e00000 000

First Steps

Qo = (Q_4BIF(Q_, Q—z Q_3)Hmy) <« 3 (1)
Q = (Q 3HIF(Qy ,Q 1, Q_ JHm) K 7 (2)
Q= (Q,BIF(Q , Q 1)HEm) « 11 (3)
Qs = (Q 1 BIF(Q Q1 Q )Hms3) k19 (4)

> (4) gives Q_1 Hms.

G. Leurent (ENS) MD4 is Not One-Way FSE 2008 23/36



Introduction Pseudo-preimages Preimages Conclusion

First Steps
QO:( 4 BIF(Q1, Q_z Q_3)HEmpy) « 3 (1)
:( SHIF(Q .Q1,Q)Em) K7 (2)
=(Q. @ IF(Q Q 1)HEm) « 11 (3)
= (Q_1HIF(Q, Q1 QD JBHms3) < 19 (4)

> (4) gives Q_1 EHms.
» We add the condition Q; = 1 to simplify (3).
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Introduction Pseudo-preimages Preimages Conclusion
00000000000 000000000800000 000

First Steps

Qo = (Q 4BIF(Q1,Q2,Q 3)Hmg) «< 3 (1)
:( 393|F(Q0 Q. 1,Q ) HEm) K7 (2)

= (Q_ Qo Bmy) 11 (3)
=(Q 1BHIF(Q2 Q1 Qy )Hm;3) « 19 (4)

> (4) gives Q_1 EHms.
» We add the condition Q; = 1 to simplify (3).

G. Leurent (ENS) MD4 is Not One-Way FSE 2008 23/36



Pseudo-preimages
0®00000

First Steps

Q= (Q 4HIF(Q1,Q 2, Q 3)Hm) K 3 (1)
Q = (Q3HIF(Q .Q1,Q,)HmM) K7 (2)
Q=(Q,H Qo Hm,) « 11 (3)
Q= (Q 1 HBIFQ Q1 Q )Hm3) x19 (4)

> (4) gives Q_1 EHms.
» We add the condition Q; = 1 to simplify (3).
> (3) gives Q_, Hmj.

» Whenm; is fixed, this gives Qq6 = H, — Q_».

G. Leurent (ENS) MD4 is Not One-Way FSE 2008 23/36



Pseudo-preimages
00@0000

Last Steps

Let us assume that a related message (Qz2, m1, my) has been chosen.

This gives Q32, ...Qq3.

Q44 = (Qa0 HXOR(Q43,Q42,Q41) Hms HK;) << 3 (5)
Q45 = (Qa1 HXOR(Qu4,Q43, Qq2) BHmy1 BK;) << 9 (6)
Qug = (Q42 EHXOR(Q45 Quag4, Q43) Hm; H Kz) &1 (7)
Qq7 = (Q43 H XOR( 6, Qas, Q44) Hmqs B Kz) XK 15 (8)

> (7) gives Qq4 D Qus.

G. Leurent (ENS) MD4 is Not One-Way FSE 2008 24 /36



Pseudo-preimages
00@0000

Last Steps

Let us assume that a related message (Qz2, m1, my) has been chosen.

This gives Q32, ...Qq3.

Q44 = (Qa0 HXOR(Q43,Q42,Q41) Hms HK;) << 3 (5)
Q45 = (Qa1 HXOR(Qu4,Q43, Qq2) BHmy1 BK;) << 9 (6)
Qug = (Q42 EHXOR(Q45 Quag4, Q43) Hm; H Kz) &1 (7)
Qq7 = (Q43 H XOR( 6, Qas, Q44) Hmqs B Kz) <« 15 (8)

> (7) gives Quq ® Qus.
» We add the condition Q41 Hmq1 HK; = 0.
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Pseudo-preimages
00@0000

Last Steps

Let us assume that a related message (Qz2, m1, my) has been chosen.

This gives Q32, ...Qq3.

— (Quo B XOR (Qu3, Qa2 Q1) Bms BK3) << 3 (5)
= ( XOR(Q44,Q43,Q42) ) K9 (6)
Q46 = (Q42 EHXOR(Q45 Qua4, Q43) Hm; H Kz) & 11 (7)
Q47 = (Qq3 EHXOR(Qug, Q45, Qasa) Bmys BHK;) << 15 (8)

> (7) gives Quq ® Qus.
» We add the condition Q41 Hmq1 HK; = 0.
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Pseudo-preimages
00@0000

Last Steps

Let us assume that a related message (Qz2, m1, my) has been chosen.

This gives Q32, ...Qq3.

— (Quo B XOR (Qu3, Qa2 Q1) Bms BK3) << 3 (5)
= ( XOR(Q44,Q43,Q42) ) K9 (6)
Q46 = (Q42 EHXOR(Q45 Qua4, Q43) Hm; H Kz) & 11 (7)
Q47 = (Qq3 EHXOR(Qug, Q45, Qasa) Bmys BHK;) << 15 (8)

> (7) gives Quq ® Qus.
» We add the condition Q41 Hm11 HK; = 0.
> (6) gives Qq5 = (Qus B V) <« 9.

> V= Q4 ® Qu3 D Qus © Qus.

> Linear system over the bits of Q43!

G. Leurent (ENS) MD4 is Not One-Way FSE 2008 24 /36



Pseudo-preimages
0008000

Extra Conditions

We have introduced two extra conditions:

Q=1
Can be satisfied statistically by the initial message.

Q41 ©m11 ©K2 =0
Can be satisfied by a good choice of m1, after m; has been fixed:

Q40 = (Q36 EE‘XOR(Qgg, Qgg, Q37) H m1 H Kz) i <¢ 3 (9)
Q41 = (Q37 EHXOR(Q40, Q39, Qgg) Bﬂ mg EE Kz) < 3 (1 0)

> The condition gives Q7.
» (10) gives Quo.
> (9) gives mq.

G. Leurent (ENS) MD4 is Not One-Way FSE 2008 25/36



Pseudo-preimages
0000000

Result

» For a well chosen initial message and a well chosen related message,
if we assume that H is in the differential set,
we can find the right message in time 1.

» So we can test whether H is in the related set in time 1.

» The cost of finding a good initial message is amortized
over many good related messages.

G. Leurent (ENS) MD4 is Not One-Way FSE 2008 26/36



Q4 Q12 Qs
Q_; Q13 Q9 =C
Q. Q4 =C Q3 =C
Q4 Qs =C Qs34
mo Qo mo Qq6 mo Q3
mn Q =1 mg Q;=C ms Qs3
m Q mg Q3 =C my Qz4
m3 Qs m1) Qi9=C m1) Qss
my Q4 m1 Q20 m) Qs
ms Qs ms Q) =C mio Q37
Mg Qs mg Q»=C Mg Qss
my Qy m13 Q3 =C mi4 Q39
mg Qg m3 Qo4 m1 Q4o
mg Qg Mg Qs =C mg Qa1
m1o Qio m1o Qp=C ms Qu
mi1 Q11 mi4 Qy;=C mi3 Q43
mi2 Q1 m3 Qys m3 Quq
mi3 Qi3 my Q9 =C miq Qas
miq Qs =C miq Q30 =C mz Qa6
mis Qs =C mis Q31 mis Q47

1: Choose an initial message with Q; =1




Q4 Q12 Qs
Q_; Q13 Q9 =C
Q. Q4 =C Q3 =C
Q_- Qs =C Q31
mo Qo mo Qq6 mo Q3
mn Q =1 mg Q;=C ms Q33
m Q mg Q3 =C my Qz4
m3 Qs m1) Qi9=C m1) Qss
My Q4 mn Qa0 m) Q36
ms Qs ms Q1 = mio Q37
Mg Qs mg Q»=C Mg Qss
my Qy m13 Q3 =C mi4 Q39
mg Qg m3 Qo4 m1 Q4o
Mo Qg mg Qs =C My Qa1
m1o Qio m1o Qp=C ms Qu
mi1 Q11 mi4 Qy;=C mi3 Q43
mi2 Q1 m3 Qys m3 Quq
mi3 Qi3 my Q9 =C miq Qas
miq Qs =C miq Q30 =C mz Qa6
mis Qs =C mis Q31 mis Q47

2: forall Q3;, m; do




Q 4 Q1 Qs
Q ; Qi3 Q9 =C
Q Q4 =C Q3 =C
Q_1 Qs =C Q31
mo Qo mo Qq6 mo Q3
mn Q =1 mg Q;=C ms Q33
mz Q mg Q3 =C my Qs34
m3 Qs m1) Qi9=C m1) Qss
My Q4 mn Qa0 m) Q6
ms Qs ms Q1 = mio Q37
Mg Qs mg Q»=C Mg Qss
my Qy m13 Q3 =C mi4 Q39
mg Qg m3 Qo4 m1 Q4o
Mo Qg mg Qs =C My Qa1
m1o Qio m1o Qp=C ms Qu
mn Q11 mi4 Qy;=C mis3 Qa3
mi2 Q1 m3 Qys m3 Quq
m13 Qi3 my Q9 =C mi1 Qus
miq Qs =C miq Q30 =C mz Qa6
mis Qs =C mis Q31 mis Qa7

2: forall Q3;, m; do




Q 4 Q1 Qs
Q ; Qi3 Q9 =C
Q Q4 =C Q3 =C
Q4 Qs =C Qs34
mo Qo mo Qq6 mo Q3
mn Q =1 mg Q;=C ms Q33
mz Q mg Q3 =C my Qs34
m3 Qs m1) Qi9=C m1) Qss
my Q4 mq Q20 m) Q36
ms Qs ms Q) =C mio Q37
Mg Qs mg Q»=C Mg Qss
my Qy m13 Q3 =C mi4 Q39
mg Qg m3 Qo4 my —| Q4o
mg Qg Mg Qs =C mg > Qa7
m1o Qio m1o Qp=C ms Qu
mn Q11 mi4 Qy;=C mis3 Qa3
mi2 Q1 m3 Qys m3 Quq
m13 Qi3 my Q9 =C mi1 Qus
miq Qs =C miq Q30 =C mz Qa6
mis Qs =C mis Q31 mis Qa7

3: Choose mq s.t. Q41 = —mq1 — Ks.




Q 4 Q1 Qs
Q ; Qi3 Q9 =C
Q Q4 =C Q3 =C
Q4 Qs =C Qs34
mo Qo mo Qq6 mo Q3
mn Q =1 mg Q;=C ms Q33
mz Q mg Q3 =C my Qs34
m3 Qs m1) Qi9=C m1) Qss
my Q4 m Q20 m) Q36
ms Qs ms Q) =C mio Q37
Mg Qs mg Q»=C Mg Qss
my Qy m13 Q3 =C mi4 Q39
mg Qg m3 Qo4 mn Qa0
mg Qg Mg Qs =C mg Qa1
m1o Qio m1o Qp=C ms Qa2
mn Q11 mi4 Qy;=C mis3 Qa3
mi2 Q1 m3 Qys m3 Quq
m13 Qi3 my Q9 =C mi1 Qus
miq Qs =C miq Q30 =C mz Qa6
mis Qs =C mis Q31 mis Qa7

3: Choose mq s.t. Q41 = —mq1 — Ks.




Q 4 Q1 Qs
Q_; Q13 Qg =C
Q Q4 =C Q3 =C
Q4 Qs =C Qs34
mo Qo mo Qq6 mo Q3
mn Q =1 mg Q;=C ms Q33
m Q mg Q3 =C my Qs34
m3 Qs m1) Qi9=C m1) Qss
my Q4 m Q20 m) Q36
ms Qs ms Q) =C mio Q37
Mg Qg mgy Qy =C Mg Qss
my Qy m13 Q3 =C mi4 Q39
mg Qg m3 Qo4 mn Qa0
mg Qg Mg Qs =C mg Qa1
m1o Qio m1o Qp=C ms Qa2
mi1 Q11 mi4 Qy;=C mis3 Qa3
mi2 Q1 m3 Qys m3 Quq
mi3 Qi3 my Q9 =C mi1 Qus
miq Qs =C miq Q30 =C mz > Que
mis Qs =C mis Q31 mis Qa7

4: Choose m3 s.t. Qu = H HQ._,.




Q 4 Q1 Qs
Q3 Q13 Qg =C
Q Q4 =C Q3 =C
Q Qs =C Qs34
mo Qo mo Qq6 mo Q3
mn Q =1 mg Q;=C ms Q33
m Q mg Q3 =C my Qs34
m3 Qs m1) Qi9=C m1) Qss
my Q4 m Q20 m) Q36
ms Qs ms Q) =C mio Q37
Mg Qs mg Q»=C Mg Qss
my Qy m13 Q3 =C mi4 Q39
mg Qg m3 Qo4 mn Qa0
mg Qg Mg Qs =C mg Qa1
m1o Qio m1o Qp=C ms Qa2
mn Q11 mi4 Qy;=C mis3 Qa3
mi2 Q1 m3 Qys m3 Quq
m13 Qi3 my Q9 =C mi1 Qus
miq Qs =C miq Q30 =C mz Q6
mis Qs =C mis Q3 mis Qu7

4: Choose m3 s.t. Qu = H HQ._,.




2Q 4 Q1 Qs

Q3 Q13 Qg =C

Q Q4 =C Q3 =C
Q Qs =C Qs34
mo 7 Qo mo Qq6 mo Q3
mn Q =1 mg Q;=C ms Q33
m Q mg Q3 =C my Qs34
m3 Qs m1) Qi9=C m1) Qss
my Q4 m Q20 m) Q36
ms Qs ms Q) =C mio Q37
Mg Qs mg Q»=C Mg Qss
my Qy m13 Q3 =C mi4 Q39
mg Qg m3 Qo4 mn Qa0
mg Qg Mg Qs =C mg Qa1
m1o Qio m1o Qp=C ms Qa2
mn Q11 mi4 Qy;=C mis3 Qa3
mi2 Q1 m3 Qys m3 Quq
m13 Qi3 my Q9 =C mi1 Qus
miq Qs =C miq Q30 =C mz Q6
mis Qs =C mis Q3 mis Qu7

5: Choose mg s.t. Q_4 = Ho B Qua.




Q 4 Q2 Qs
Q3 Q13 Q9 =C
Q 14 = Q3 =C
Q 15 = Qs34
mo Qo mo Q16 mo Q32
mn Q =1 mg Q;=C ms Q33
m Q mg Q3 =C my Qs34
m3 Qs m1) Q19 =C m1) Qss
my Q4 m Qa0 m) Q36
ms Qs ms Q) =C mio Q37
mg Qg mgy Qy =C Mg Qss
my Qy m13 Q3 =C mi4 Q39
ms Qs m3 Q4 mn Qa0
mg Qg Mg Qs =C mg Qa1
m1o Qio m1o Qp=C ms Qa2
mn Q11 mi4 Qy;=C mis3 Qa3
mi2 Qn m3 Qs m3 Qa4
m13 Qi3 my Q9 =C mi1 Qus
miq Qs =C miq Q30 =C mz Q6
mis Qs =C mis Q3 mis Qu7

5: Choose mg s.t. Q_4 = Ho B Qua.




Q 4 Q2 Qs
Q3 Q13 Q9 =C
Q Q4 =C Q30 =C
Q Qs =C Qs34
mo Qo mo Q6 mo — Q3 «
mn Q =1 mg Q;=C ms Q33
m Q mg Q3 =C my Qs34
m3 Qs m1) Q19 =C m1) Q35
my Q4 m Qa0 m) Q36
ms Qs ms Q) =C mio Q37
Mg Qs mg Q»=C Mg Qss
my Qy m13 Q3 =C mi4 Q39
ms Qs m3 Qo4 m Qa0
mg Qg Mg Qs =C mg Qa1
m1o Qio m1o Qp=C ms Qa2
mn Q11 mi4 Qy;=C mis3 Qa3
mi2 Qn m3 Qs m3 Qa4
m13 Qi3 my Q9 =C mi1 Qus
miq Qs =C miq Q30 =C mz Q6
mis Qs =C mis Q3 mis Qu7

6: if mg matches Q3; then
7:

return




Pseudo-preimages
000000®

Partial Pseudo Preimage Algorithm

Input: Ho, H; B B
Output: M, IV st. Ho = Ho, HZ = Hz
Running Time: 232

0: loop > We expect 1 iteration

1: Choose an initial msg. with Q; =1 > 296 possibilities

2: forall Q3;, m; do > 232 jterations

3: Choose mq s.t. Q41 = —m11 — K3,

4: Choose mz s.t. Qs = H,HQ 5. > QuBHQ ;isH;

5: Choose mg s.t. Q_4 = Ho HQg4. >QueHQ_4is Hy

6: if mp matches Q3 then > OK with probability 2732
7: return

» We run this 24 times for a full pseudo-preimage: complexity 29

G. Leurent (ENS) MD4 is Not One-Way FSE 2008 28/36



Pseudo-preimages
000000®

Partial Pseudo Preimage Algorithm

Input: Ho, Hy,1V; B B
Output: M, IV st. Hy = Hy, H) = H; and IV, = WZ
Running Time: 232

0: loop > We expect 1 iteration

1: Choose an initial msg. with Q; =1 > 296 possibilities

2 forall Q3; do o > 232 jterations

2 Choose mj s.t. Q_y; = IV,. >Q_,islVy

3: Choose mq s.t. Q41 = —m11 — K5,

4: Choose mz s.t. Qs = H,HQ 5. > QuBHQ ;isH;

5: Choose mg s.t. Q_4 = Ho HQg4. >QueHQ_4is Hy

6 if mp matches Q3 then > OK with probability 2732
7 return

» We run this 24 times for a full pseudo-preimage: complexity 29

» We can also choose IV, !

G. Leurent (ENS) MD4 is Not One-Way FSE 2008 28/36
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Pseudo-preimages
00000000000

Preimages
000000000000000

000

Outline

Introduction

The Pseudo-preimage Attack

The Preimage Attack
The Padding
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Preimages
°

The Padding Block

» We have to put the padding inside a preimage block.
» We use a message of 512b — 65 bits (b blocks).

» Extra conditions:
> M5 = 0.

> my4 = msg. size.

> The message is padded with a single 1 followed by 0’s.

G. Leurent (ENS) MD4 is Not One-Way FSE 2008 30/36
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The Padding Block

» We have to put the padding inside a preimage block.
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» Extra conditions:
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Introduction Pseudo-preimages Preimages
00000000000 000000000000000 000

The Padding Block

» We have to put the padding inside a preimage block.

» We use a message of 512b — 65 bits (b blocks).
» Extra conditions:
> M5 = 0.
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— easy: we choose m1s.
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» We have to put the padding inside a preimage block.
» We use a message of 512b — 65 bits (b blocks).
» Extra conditions:

> M5 = 0.

— easy: we choose m1s.
> Mg = 512b — 65.
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» We have to put the padding inside a preimage block.
» We use a message of 512b — 65 bits (b blocks).
» Extra conditions:

> M5 = 0.

— easy: we choose m1s.
> Mg = 512b — 65.

C Z(C H C EE\m14EE|K1)<<<13
mi4 = C > 13HCHCHK;

C= (CEHCEE‘m'BEBK]) XK 13
mi3=C>13HCHCHEHK] = my4
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Improved meet-in-the-middle

» The pseudo-preimage attack has complexity 2%
» The generic meet-in-the-middle attack has complexity 2'1°

» Our pseudo-preimage attack has a special property:
We can target a set of size 2K with complexity 296
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Summary of our results

» We use differential tools to find pseudo-preimages.
» We have just enough freedom to include the padding.

» We use some specific properties of our pseudo-preimages
to improve the meet-in-the-middle.

The preimage attack

» Time complexity: 2192

» Memory: 232
» Preimage length is about 20 blocks.

G. Leurent (ENS) MD4 is Not One-Way FSE 2008

Conclusion

33/36



Introduction
00000000000

G. Leurent (ENS)

Pseudo-preimages Preimages
000000000000000 000

Any Questions?

Thank you for your attention.
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Future Work

Application to MD5? SHA?
Quite unlikely...

» The round functions can’t absorb a difference
» More rounds

> Better message expansion in SHA
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Future Work

Practical impact?

Some constructions use a truncated MD4 (S/KEY, rsync), but:
» Our attack only works if H; is part of the output
» We can't do a meet-in-the-middle in less than 264

We did not find a “bad enough” construction.
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