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Secure channel (TLS)

» Crypto provides secure communication against an adversary

.
o

AES-CBC(m1), HMAC-SHAT (m1)

AES-CBC(m;), HMAC-SHAT (m5)

» Handshake protocol
» Establish session key using public key crypto
» Record protocol
» Exchange application data using secret key crypto
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Security of cryptographic protocols
Classical approach

» Security of the protocol

> Security proofs assuming security of cryptographic operations
» Security of the modes (HMAC, CBC, ...)

» Security proofs (assuming security of the primitive)
> Security of the primitives (AES, SHA-T, RSA, ...)

» Studied with cryptanalysis
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Security of cryptographic protocols
Classical approach

» Security of the protocol

> Security proofs assuming security of cryptographic operations
» Security of the modes (HMAC, CBC, ...)

» Security proofs (assuming security of the primitive)
> Security of the primitives (AES, SHA-T, RSA, ...)

» Studied with cryptanalysis

Problem

» Ciphers with known weaknesses are used in practice

> Proof doesn't hold anymore, but attacks are not obvious...
» How theoretical are the attacks ?
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Cryptography and security

» Cryptography is an element to build a secure system

/ Protocol \
/ Mode \
/ Primitive \
/ Implementation \
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Security and Cryptography
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Cryptography and security

» Cryptography is an element to build a secure system
> There can be security issues at every step
> But we mostlty know how to build good crypto...

Fishing, weak passwords, password reuse, ...
Application\ SSL stripping, bad cert checks, encryption only, ...
/ Protocol \ Padding oracle, predictible IV (BEAST)

/ Mode \ CBC collisions (Sweet32), CTR malleability (Tc
/ Primitive \ MDS5 collisions, RC4 bias
/ Implementation \ Side channel, buffer overflow, bugs (SM
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What is an attack ?

For cryptographers For users

» Define expected security
> Anything faster is an attack
> Eg. faster than trying all keys

» Define attacker means
» Anything doable is an attack
> Eg. one year on a PC

Attacks only get better
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What is an attack ?
For cryptographers For users
» Define expected security » Define attacker means
» Anything faster is an attack » Anything doable is an attack
> Eg. faster than trying all keys > Eg. one yearonaPC
Attacks only get better

AES-256 has a 256-bit key

» Related-key attack with 21%° ops. » Not a practical threat
Blowfish-32 has a 32-bit key
» No attack faster than 232 > Key-search takes minutes
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What is an attack ?

For cryptographers For users
» Define expected security > Define attacker means
» Anything faster is an attack » Anything doable is an attack
> Eg. faster than trying all keys > Eg. one year on a PC
Attacks only get better
For cryptographers For users
» Attack primitive > Does it break real protocols?

» If broken, stop using it

» Migration is expensive
> Proof hypothesis broken
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Cryptanalysis in theory and in practice

Cryptanalysis of MD5

1993 Compression function attack

2005 Collision attack — 2007 Exploitable in APOP

2007 Free-start collision attack ~ — 2009 Exploitable for rogue CA
— 2013 Exploited by Flame

Cryptanalysis of RC4

2000 Biases in RC4 keystream — 2013 Exploitable in TLS
2001 Related-key attack on RC4 — 2002 Exploitable in WEP
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Cryptanalysis in theory and in practice

Cryptanalysis of MD5

1993 Compression function attack

2005 Collision attack — 2007 Exploitable in APOP

2007 Free-start collision attack ~ — 2009 Exploitable for rogue CA
— 2013 Exploited by Flame

Cryptanalysis of RC4

2000 Biases in RC4 keystream — 2013 Exploitable in TLS
2001 Related-key attack on RC4 — 2002 Exploitable in WEP

This talk

» Leverage weakness of crypto algorithms to break protocols
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Breaking APOP
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Block ciphers and Modes of operation

» A block cipher is a family of permutations
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Block ciphers and Modes of operation

» A block cipher is a family of permutations
> It is used with a mode of operation : CBC, CTR, GCM, ...
> To deal with variable-length messages

> To include randomness
> Important example : CBC

m mo m my ms3
n IV —@
k —pE Ey Ey Ey Ey
n
c c-1 co c1 c c3
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CBC collisions

» Well known collision attack against CBC

mo m mj ms3 ma ms Mg my

IV —

Ex Ex Ex Ex Ex Ex Ex Ex

» Ifci=cjthenci 1 Om;=c 1 Om
» Ciphertext collision reveals the xor of two plaintext blocks
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Birthday paradox
The birthday paradox

> In a room with 23 people, there is a 50% chance
that two of them share the same birthday.

APOP SLOTH Conclusion
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Birthday paradox
The birthday paradox

> In a room with 23 people, there is a 50% chance @
that two of them share the same birthday.

» With random n-bit strings, first collision after roughly 2"/2 draws.

» More generally, 22" collisions with 2f draws

Security of CBC

» CBC leaks plaintext after 27/2 blocks encrypted with the same key

» Security of mode can be lower than security of cipher

Gaétan Leurent (Inria) Security issues from bad crypto Journées pre-GDR sécurité 9/29



Security and Cryptography CBC Collision Attack In Practice MD5 Collisions

APOP SLOTH Conclusion
000000 felelel ]

0000000 (o] 000 000000

Communication issues
What cryptographers say [Rogaway 2011]

[Birthday] attacks can be a serious concern when employing a blockcipher
of n = 64 bits, requiring relatively frequent rekeying to keep o < 2%?
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Communication issues
What cryptographers say [Rogaway 2011]
[Birthday] attacks can be a serious concern when employing a blockcipher
of n = 64 bits, requiring relatively frequent rekeying to keep o < 2%?
What standards say [ISO SC27 SD12]

The maximum amount of plaintext that can be encrypted before rekeying
must take place is 2"/? blocks, due to the birthday paradox.

As long as the implementation of a specific block cipher do not exceed
these limits, using the block cipher will be safe.
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Communication issues
What cryptographers say [Rogaway 2011]
[Birthday] attacks can be a serious concern when employing a blockcipher
of n = 64 bits, requiring relatively frequent rekeying to keep o < 2%?
What standards say [ISO SC27 SD12]

The maximum amount of plaintext that can be encrypted before rekeying
must take place is 2"/? blocks, due to the birthday paradox.

As long as the implementation of a specific block cipher do not exceed
these limits, using the block cipher will be safe.

What implementation do

TLS libraries, web browsers no rekeying
OpenVPN no rekeying (PSK mode) / rekey every hour (TLS mode)
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Block size
Block size is an important security parameter

» Block ciphers from the 90’s have a 64-bit block size
» Blowfish, DES, 3DES
» Modern block ciphers have a 128-bit block size

> AES, Twofish, CAMELLIA x é

» With n = 64, the bound is only 32 GB
» Around 1—2% of HTTPS connections use 3DES-CBC

February 2016 October 2016 January 2017
3DES support use support use support use

Top 1k 93% 1.6% 84% 1.5% 75% 1.1%
Top1IM  86% 1.3% 86% 1.0%
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Poorly configured websites

ebay.com

Ele Edt View History Bookmarks Tools Help

I Signin or Register | e... % | +
) . S —— 2 6 : ~ 9

= =8 © )
\ﬂ = |rs, =
General Media Permissions [ITME

Web site:  signin.ebay.com

4 ) () @ eBay, Inc. (US) | https //signin.ebay.comws/ v | & ||Q Search

Qwner; eBay, Inc.
Verified by: ~ Symantec Corporation

Sign in F
Email or username
View Certificate
word Privacy & History
Have I visited this web site before today? Yes, 3 times
15 this web site storing information (cookies) on rmy. ves View Cookiss
computer?
Have | saved any passwords for this web site? No View Saved Passwords
| Stay signed in Signinw
Fe

&? Unchesk o pr

Using a public or shared dev
aceount. Leam more

Technical Details
Connection Encrypted (TLS_RSA |
The page you are viewing was encrypt
Eneryption makes it difficult for unauthoriseskagople to
that anyone read this page as it travelled across the

ITH_3DES_EDE_CBC_SHA, 1)2 bit keys, TLS 1.2)
A before being transmitted ovef the Internet.
view infozpriEtion travelling between compuiters. It is therefore unlikely

Help
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Poorly configured websites
match.com

Hle Edit View
[ Match.com® [Login|.. % | +

History Bookmarks Tools Help

SLOTH Conclusion
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MATCH.COM, LL.C. (US) | hitps /wwwd.match.com/login/
ol

¢ : -3 =
0 k= @ 1e) =
matc RN =

Web Site Identity

Web site: www4.match.com
MATCH.COM, L.L.C.

Owner:
Sign in to continue... Verified by: ~ Symantec Corporation

‘ enter email
‘ enter password iy CGHeRy
Have | visited this web site before today? No
Is this web site storing information (cookies) on my. ves
computer?

Have | saved any passwords for this web site?

SIGN IN NO!
Technical Details

Keep me signed in .
Do check if youre on a publicishered compuer. Connection Encrypted (TLS_RSA |
The page you are viewing was encrypt

Eneryption makes it difficult for unauthor:
that anyone read this page as it travelled across the

& before being transmitted ovs

isBhpeople to view info

New to Match.com? Joil

About Matz h.eam | Oniine Datina §
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Poorly configured websites
match.com
https://discovery.cryptosense.com/analyze/208.83.241.15
208.83.241.15 Lo 2tLa8 20 spasa e

TLS (port 443)
Rules applicable 13

A A cC D
2 2 2 0 0

TLS (port 443 - HTTP)

Show scan details
TLS10,TLS1.1

Not supported

TLS_RSA_WITH_3DES_EDE_CBC_SHA TLS10.TL51.1
TLS_RSA_WITH_AES_128 CBC_SHA TL510,TLS11
TLS_RSA_WITH_AES_256_CBC_SHA TL510TL51.1
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BEAST Attack Setting [Duong & Rizzo 2011]

» Attacker has access to the network
(eg. public WiFi)

Attacker uses JS to generate traffic

» Tricks victim to malicious site
> JS makes cross-origin requests

Attacker captures encrypted data

- » Very powerful model
Attacker 7/ Chosen plaintext

Captures
encrypted traffic

Public WiFi

Gaétan Leurent (Inria) Security issues from bad crypto Journées pre-GDR sécurité 13/29
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BEAST collision attack

» Assume user logged-in to secure website

» Javascript can generate HTTPS queries to secure website
» Each query includes an authentication token (cookie, password, ...)
> HTTP is stateless
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BEAST collision attack
f ot |
Plaintext GET /ilmde x.h tml  HT TP/ 1.1 Coo kie : ,C=77 777

2n/27t/2

Ciphertexts
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BEAST collision attack
} 2t <
Plaintext GET ,/inde x.h tml HT TP//1.1 Coo kie : ,C =77 777

178 4E5 71A A39 68A 399 7D8 8FO0 FEA 902 932 204 85A 969

n /2—t/2
Ciphertexts
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BEAST collision attack
} 2t <
Plaintext GET ,/inde x.h tml HT TP//1.1 Coo kie : ,C =77 777

178 4E5 71A A39 68A 399 7D8 8FO0 FEA 902 932 204 85A 969
E57 1AA 396 8A3 997 D88 FOF EA9 029 322 048 5A9 6E0 EA4

n /2—t/2
Ciphertexts
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BEAST collision attack
} 2t <
Plaintext GET ,/inde x.h tml HT TP//1.1 Coo kie : ,C =77 777
T 178 4E5 71A A39 68A 399 7D8 8F0 FEA 902 932 204 85A 969
E57 1AA 396 8A3 997 D88 FOF EA9 029 322 048 5A9 6E0 EA4
1D6 645 EA2 050 FAE D74 A72 E5C 913 447 3B4 BAA 321 784

n /2—t/2
Ciphertexts
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BEAST collision attack
} 2t <
Plaintext GET ,/inde x.h tml HT TP//1.1 Coo kie : ,C =77 777
T 178 4E5 71A A39 68A 399 7D8 8F0 FEA 902 932 204 85A 969
E57 1AA 396 8A3 997 D88 FOF EA9 029-322 048 5A9 6E0 EA4
1D6 645 EA2 050 FAE-D74 A72 E5C 913 447 3B4 BAA 321 784
7A5 322700 DE3 BA8 7DD 998 040 A8D 9A2 05A EE5 330 9EC

Zn/th/Z

Ciphertexts
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BEAST collision attack

} 2t <

Plaintext GET ,/inde x.h tml HT TP//1.1 Coo kie : ,C =77 777
T 178 4E5 71A A39 68A 399 7D8 8F0 FEA 902 932 204 85A 969
E57 1AA 396 8A3 997 D88 FOF EA9 029-322 048 5A9 6E0 EA4
1D6 645 EA2 050 FAE-D74 A72 E5C 913 447 3B4 BAA 321 784
7A5 322700 DE3 BA8 7DD 998 040 A8D 9A2 05A EE5 330 9EC
9BE 78D 350 AF5 327 311 F5B 252 77A C45 49E 2ED 20C 030

n /2—t/2
Ciphertexts
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BEAST collision attack

} 2t <

Plaintext GET ,/inde x.h tml HT TP//1.1 Coo kie : ,C =77 777

T 178 4E5 71A A39 68A 399 7D8 8F0 FEA 902 932 204 85A 969

E57 1AA 396 8A3 997 D88 FOF EA9 029-322 048 5A9 6E0 EA4

1D6 645 EA2 050 FAE D74 A72 E5C 913 447 3B4 BAA 321 784

7A5 322700 DE3 BAS 7DD 998 040 A8D 9A2 05A EE5 330 9EC

9BE 78D 350 AF5 327 311 F5B 252 77A C45 49E 2ED 20C 030

2n/2-t/2 989 597 BED 540 A60 7AF F96 511 AF2 41F 278 D25 400 4EB
Ciphertexts
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BEAST collision attack
} 2t <
Plaintext GET ,/inde x.h tml HT TP//1.1 Coo kie : ,C =77 777
T 178 4E5 71A A39 68A 399 7D8 8F0 FEA 902 932 204 85A 969
E57 1AA 396 8A3 997 D88 FOF EA9 029-322 048 5A9 6E0 EA4
1D6 645 EA2 050 FAE D74 A72 E5C 913 447 3B4 BAA 321 784
7A5 322700 DE3 BA8 7DD 998 040 A8D 9A2 05A EE5 330 9EC
9BE 78D 350 AF5 327 311 F5B 252 77A C45 49E 2ED 20C 030
2n/2-t/2 989 597 BED 540 A60 7AF F96 511 AF2 41F 278 D25 400 4EB
Ciphertexts 031 ED8 EEB 6CC B5A 440 067 154 AB5 CEE 015 70A 1ED 1B7
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BEAST collision attack
1 2t <
Plaintext GET ,/inde x.h tml HT TP//1.1 Coo kie : ,C =77 777
T 178 4E5 71A A39 68A 399 7D8 8F0 FEA 902 932 204 85A 969
E57 1AA 396 8A3 997 D88 FOF EA9 029-322 048 5A9 6E0 EA4
1D6 645 EA2 050 FAE-D74 A72 E5C 913 447 3B4 BAA 321 784
7A5 322700 DE3 BA8 7DD 998 040 A8D 9A2 05A EE5 330 9EC
9BE 78D 350 AF5 327 311 F5B 252 77A C45 49E 2ED 20C 030
2n/2-t/2 989 597 BED 540 A60 7AF F96 511 AF2 41F 278 D25 400 4EB
Ciphertexts 031 ED8 EEB 6CC B5A 440 067 154 AB5 CEE 015 70A 1ED 1B7
38E 018 41A DEB 970 2D3 97A FOE 45C 94B 251 218 5FB 82A
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BEAST collision attack
1 2t <
Plaintext GET ,/inde x.h tml HT TP//1.1 Coo kie : ,C =77 777
T 178 4E5 71A A39 68A 399 7D8 8F0 FEA 902 932 204 85A 969
E57 1AA 396 8A3 997 D88 FOF EA9 029-322 048 5A9 6E0 EA4
1D6 645 EA2 050 FAE-D74 A72 E5C 913 447 3B4 BAA 321 784
7A5 322700 DE3 BA8 7DD 998 040 A8D 9A2 05A EE5 330 9EC
9BE 78D 350 AF5 327 311 F5B 252 77A C45 49E 2ED 20C 030
2n/2-t/2 989 597 BED 540 A60 7AF F96 511 AF2 41F 278 D25 400 4EB
Ciphertexts 031 ED8 EEB 6CC B5A 440 067 154 AB5 CEE 015 70A 1ED 1B7
38E 018 41A DEB 970 2D3 97A FOE 45C 94B 251 218 5FB 82A
417 FF4 81D 00D 49D D9A 841 737 416 BA8 452 ACO 335 793
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BEAST collision attack
1 2t <
Plaintext GET ,/inde x.h tml HT TP//1.1 Coo kie : ,C =77 777
T 178 4E5 71A A39 68A 399 7D8 8F0 FEA 902 932 204 85A 969
E57 1AA 396 8A3 997 D88 FOF EA9 029-322 048 5A9 6E0 EA4
1D6 645 EA2 050 FAE-D74 A72 E5C 913 447 3B4 BAA 321 784
7A5 322700 DE3 BA8 7DD 998 040 A8D 9A2 05A EE5 330 9EC
9BE 78D 350 AF5 327 311 F5B 252 77A C45 49E 2ED 20C 030
2n/2-t/2 989 597 BED 540 A60 7AF F96 511 AF2 41F 278 D25 400 4EB
Ciphertexts 031 ED8 EEB 6CC B5A 440 067 154 AB5 CEE 015 70A 1ED 1B7
38E 018 41A DEB 970 2D3 97A FOE 45C 94B 251 218 5FB 82A
417 FF4 81D 00D 49D D9A 841 737 416 BA8 452 ACO 335 793
21B BO7 A20-4F4-C1D-BO7 2DF 410 340 6AB 0D2 96B CE9 4C9
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BEAST collision attack
1 2t <
Plaintext GET ,/inde x.h tml HT TP//1.1 Coo kie : ,C =77 777
T 178 4E5 71A A39 68A 399 7D8 8F0 FEA 902 932 204 85A 969
E57 1AA 396 8A3 997 D88 FOF EA9 029-322 048 5A9 6E0 EA4
1D6 645 EA2 050 FAE-D74 A72 E5C 913 447 3B4 BAA 321 784
7A5 322700 DE3 BA8 7DD 998 040 A8D 9A2 05A EE5 330 9EC
9BE 78D 350 AF5 327 311 F5B 252 77A C45 49E 2ED 20C 030
2n/2-t/2 989 597 BED 540 A60 7AF F96 511 AF2 41F 278 D25 400 4EB
Ciphertexts 031 ED8 EEB 6CC B5A 440 067 154 AB5 CEE 015 70A 1ED 1B7
38E 018 41A DEB 970 2D3 97A FOE 45C 94B 251 218 5FB 82A
417 FF4 81D 00D 49D D9A 841 737 416 BA8 452 ACO 335 793
21B BO7 A20-4F4-C1D-BO7 2DF 410 340 6AB 0D2 96B CE9 4C9
536 BDA A93 B85 351 831 763 FAO E95 ESF 1EE 986 7D5 8CO
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BEAST collision attack
1 2t <
Plaintext GET ,/inde x.h tml HT TP//1.1 Coo kie : ,C =77 777
T 178 4E5 71A A39 68A 399 7D8 8F0 FEA 902 932 204 85A 969
E57 1AA 396 8A3 997 D88 FOF EA9 029-322 048 5A9 6E0 EA4
1D6 645 EA2 050 FAE-D74 A72 E5C 913 447 3B4 BAA 321 784
7A5 322700 DE3 BA8 7DD 998 040 A8D 9A2 05A EE5 330 9EC
9BE 78D 350 AF5 327 311 FbB 252 77A €45 49E 2ED 20C 030
2n/2-t/2 989 597 BED 540 A60 7AF F96 511 AF2 41F 278 D25 400 4EB
Ciphertexts 031 ED8 EEB 6CC B5A 440 067 154 AB5 CEE 045 70A 1ED 1B7
38E 018 41A DEB 970 2D3 97A FOE 45C 94B 251218 5FB 82A
417 FF4 81D 00D 49D D9A 841 737 416 BA8 452 ACQ 335 793
21B BO7 A20-4F4-C1D-BO7 2DF 410 340 6AB 0D2 96B GE9 4C9
536 BDA A93 B85 351 831 763 FAO E95 EGF 1EE 986 7D5.8C0O
B5F5 935 574 21D EEO 1BF 338 6DB DDC F67 090 7F6 S8EC A8D
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Proof-of-concept Attack Demo

» Demo with Firefox (Linux), and 11S 6.0 (Windows Server 2003)
» Default configuration of IIS 6.0 does not support AES

» Each HTTP request encrypted in TLS record, with fixed key

Generate traffic with malicious JavaScript

Capture on the network with tcpdump

Remove header, extract ciphertext at fixed position
Sort ciphertext (stdxx1), look for collisions

» Expected time : 38 hours for 785 GB (tradeoff q. size / # q.).
» In practice : 30.5 hours for 610 GB.

Another target
OpenVPN uses Blowfish-CBC by default

Gaétan Leurent (Inria) Security issues from bad crypto Journées pre-GDR sécurité
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Comparison with RC4 attacks
Practical attacks against TLS with RC4 [AFBPPS, Usenix "13]

» With a different key each session

» Using biases in the RC4 keystream
» Plaintext recovery (220 first bytes) with 228 — 232 sessions

» With longer sessions
» Using Fluhrer-McGrew biases (single or multiple sessions)

» Cookie recovery with 233 — 234 requests
» Latest improvement : 2302 requests [Vanhoef & Piessens, Usenix '15]

Practical attack against TLS with 3DES

» Using a single long-lived session
» 2297 short query (512 bytes) 280 GB total
» Or 2276 longer queries (4 kB) 785 GB total

Gaétan Leurent (Inria) Security issues from bad crypto Journées pre-GDR sécurité 16/29
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Disclosure
Sweet32 attack disclosed on August 24

> https://sweet32.info 3(2
» CVE-2016-2183, CVE-2016-6329

» OpenVPN 2.4 has cipher negotiation defaulting to AES
» Mozilla has implemented data limits in Firefox 51 (1M records)

Block size does matter

» Birthday attack against CBC with 27/ data
> Protocols from the 90’s still use 64-bit ciphers
» Attacks with 232 data are practical ¢ @

Gaétan Leurent (Inria) Security issues from bad crypto Journées pre-GDR sécurité 17/29
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Hash Functions in Internet Protocols

mo m- my M|

» Hash function : public function {0,1}* — {0,1}"
> Maps arbitrary-length message to fixed-length hash

» Security proofs assume collision-resistance.

» In practice, many protocols support weak functions
» TLS < 1.1 uses combinations of MD5 and SHAT1

» |IKE, SSH use SHAT (MD5 in some cases)
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MD5 Collisions
[ Yo)

Hash Functions in Internet Protocols

mo m- my M|

» Hash function : public function {0,1}* — {0,1}"
> Maps arbitrary-length message to fixed-length hash

» Security proofs assume collision-resistance.

» In practice, many protocols support weak functions
» TLS < 1.1 uses combinations of MD5 and SHAT1

» |IKE, SSH use SHAT (MD5 in some cases)
» Hash-function negotiation for the signature added in TLS 1.2 (2008)
> Introduces MD5 as an option...
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» Since 2005, attacks against widely used hash functions

H Collision CPC
Generic 2n/2 2n/2
MD5 216 239
SHA-T 263 277

MD5 ||SHA-T 267 277
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Collision attack

» Find M4 75 M such that H(M1) = H(Mz)
» Generic attack with complexity 2"/2 (expected security)
» Shortcut attacks

> MD5 : complexity 2'° [Wang & al. '05, Stevens & al. '09]
> SHAT : complexity 2063 [Wang & al. '05, Stevens & al. "171]
G
P P Sy S S
° ° o ° ————e
G

> Arbitrary common prefix/suffix, random collision blocks
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Hash function cryptanalysis

Chosen-prefix collision attack

» Given Pq, Py, find M4 75 M, such that H(P1 HM1) = H(P2HM2)

» Generic attack with complexity 27/2 (expected security)

» Shortcut attacks
» MD5 : complexity 2°7

Conclusion

[Stevens & al. '09]
[Stevens '13]

» SHAT : complexity 277
P4 oiw G
% < T
Fa e G ._/Clz

» Two different arbitrary prefixes
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Hash function cryptanalysis

» Since 2005, attacks against widely used hash functions

H Collision CPC
Generic 2n/2 2n/2
MD5 216 239
SHA-1 203 277

MD5 ||SHA-T 267 277

How bad is it ?

» HMAC-MD?5 is still mostly secure

» In most cases, the hash include fresh nonces
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id
\
4

[

MD5 (XH PW) (SRS ””n
Alice Server
password pw password pw

» Challenge-response authentication in POP3 mail protocol
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. (LTI |||||q
‘7 Comne

R
+ ‘ ST, ””n

Mo
Alice 5@’//,%0 Server

password pw password pw

Attacker

» Challenge-response authentication in POP3 mail protocol

» Man-in-the-middle can collect MD5(x|| pw) for chosen x
> Can he recover the key ?
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Using collisions to recover the key

Guess the first password byte as p*

Build a hash collision (Co, C7) with C; = x;||p* (Full-block Cy # C7)

Ci= [EFamep]  x = e
Co = [dddr - did pT|  xo = ddd---ddd
Send x1 and x; as challenges and receive
MD5 (x1|| pw) = MD5 ( [#2% - #*% [pg| [P1P2P3 -~ ])
MD5 (xo|| pw) = MD5 ( [&dd - 444 |po [P1P2P3 -~ |

If the guess was correct, collision after pg

» With high probability MD5(xo||po) 7# MD5(x1||po) if po # p*
» At most 256 attempts to recover pg
» When po known, attack p1

Gaétan Leurent (Inria) Security issues from bad crypto Journées pre-GDR sécurité
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In practice
Challenge format

» According to the RFC, the challenge is a message-id
> Begins with ‘<) end with > single ‘@’ in the middle
» Restricted set of characters (subset of ASCII)

> In practice, user agents enforced very few restrictions
» Since publication, strict checks limit attack [CVE-2007-1558]

Collision attack

» Need a strong collision attack

» Control over the last bytes, with no message difference
» Variant of Wang’s attack recovers 3 characters [Leurent, FSE ‘071
» Attack based on dBB recovers 31 characters [Sasaki & al.,, RSA '08]
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SLOTH
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Key exchange protocols

[ A ] L8 ]

g modp
§ mod p

k = kdf(g® mod p) k = kdf(g® mod p)

Diffie-Hellman key exchange
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Key exchange protocols

MitM

C<1<

\POP SLOTH

®00000

[ 8 ]

g
d

0%

ka =k

df(s¥)

Knows ka, kg

Forwards messages

kg = kdf(g*”)

Diffie-Hellman key exchange broken by Man in the Middle

Gaétan Leurent (Inria)
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Key exchange protocols

SLOTH
©00000

m1 _gx
mjy :89/
k = kdf(g¥) k = kdf(g¥)
sign(ska, m1|jm;), mac(k, A)
sign(skg, m1||m;), mac(k, B)
L L
SIGMA protocol : authenticated DH [Krawczyk '03]

» Add PKI : A known ska, pky, B knows skg, pka
» Sign transcript, prove knowledge of k

Gaétan Leurent (Inria) Security issues from bad crypto
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SLOTH
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Key exchange protocols

[ A ] L8 ]

m1 = g, infos
my = ¢’ infog

k = kdf(g¥) k = kdf(g¥)

sign(ska, h(m1||m;)), hmac(k, A)
sign(skg, h(m1]|my)), hmac(k, A)

SIGMA protocol : authenticated DH (in practice) [Krawczyk '03]

» Add info for parameters negotiation (flexible format)

» Signature uses a hash function (hash-and-sign)
Gaétan Leurent (Inria) Security issues from bad crypto Journées pre-GDR sécurité 23/29
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Man-in-the-Middle attack against SIGMA’

A MitM B

my = g, infop

Finds x', y/, infol,, infop s.t.
(gl infon 8" l[info}) = (g | infol ig”] infos)
m} = g¥, info),

/. .
m), = ¢, infog m; = ¢/, infog

h(ma[|m}) = h(m|Im2)

sign (ska, m1||m?), mac(g?, A)sign(ska, m||m5), mac(g, A)
sign(skg, m1||m}), mac(g")’], B)[sign(skg, m%||m>), mac(gxl)’, B)
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Transcript collisions

Finds x’, )/, info);, infoj s.t.
(g infon lg” [ infos) = (s |l infol g | infos)

If ¢ and infop are predictable, generic collision attack
» Complexity 264 for MD5
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Transcript collisions

Finds x’, )/, info);, infoj s.t.
h(g*|linfoa ||g" || infop) = h(g* || info, ||g”|| infos)

If no message boundaries in concatenation

> Assume that garbage after info is ignored
> Impersonate B with :

Ta = millm3 = Zlinfoxl " || infow || ¢ || infos
~———

-y
infop

Ts = || m> = gllinfoallg linfo s’ || infos
N e’

info,
» Forward signatures, compute A's key with 39’/

Gaétan Leurent (Inria) Security issues from bad crypto Journées pre-GDR sécurité
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000000 0000 0000000 00 000 008000

Transcript collisions

Finds x’,/, info);, infoj s.t.
(g infoa lls” | infol) — h(s" [[info) lg”| infos)

If messages prefixed by message length

> Assume that garbage after info is ignored
» Use a chosen-prefix collision attack :

Ta = mi||lm} = ZUNERAINRAl s || lenj || C1 |7l leng || infos

infog
Ts = | m, = FINERRNNE |57 || lens || infos
info),
» Cost =~ 239 for MD5 (1 hour on 48 cores) [Stevens & al. '09]
» Cost ~ 277 for SHA1 or MD5 ||SHA-1 [Stevens 13, Joux '04]
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Client C

TLS 1.2

CH(n., ex.)

SLOTH
00000

Server S

SH(ns, exs)

SC(certs)

SKE(sign(sks, hash(n. | ns | p| g ¢¥)))

SCR(dn)

SHD

log,

CC(cert.)

log,

CKE(g%)

CCV(sign(skc, hash(log,)))

|(ms, k1, ko) = kdf(g*¥, n. | ns)‘

[NPN(ex,,)]*r

|(ms,k1, ko) = kdf(g*¥, n. | ns)

-

[CFIN(macgs(ms, hash(log,)))]*

[SFIN(macos(ms, hash(log4)))]*2

Gaétan Leurent (Inria)
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TLS 1.2

» Server directly signs nonce and DH parameters (not transcript)

» Cannot use transcript collisions for server impersonation
> On the other hand, this allows LogJam...

» Client sends g* and signature together

> No flexible message after sending g*
> SIGMA attack not applicable as is
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Breaking client authentication in TLS 1.2

Assume client connects to M,
authenticates with certificate also used for S.

We make the client DH share predictable in a bogus group
» With p = g2 — g (not prime), Vx, § = g mod p

We can stuff data in

» ClientHello extensions (C — S)
» CertificateRequest list of accepted CA (§ — C)

Tc = CH||SH'||sC’||SKE||SCR(C7, SH||SC||SKE||SCR)
Ts = CH(nc, C,)||sH||SC||SKE||SCR

Forward the client signature,
Finish connection with known DH keys
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Breaking client authentication in TLS 1.2

CH(n., ex.)

SH'(n), ex!,)

SC(cert,)
SKE(sign sk, hash(ne [ ns | ¢ —g | 919)))

Computes ez, dn’ s.t. hash(log}) = hash(log})
by finding a chosen-prefix collision (Cy, () s.t.:
hash(CH | SH' | SC' | SKE' | SCR/(Cy | —)) = hash(CH'(n., C2))

CH (n, ez’

SH(ns, exs)
SC(certs)
SKE(sign(sks. hash(n, | . | p | 9| 57)))
SCR'(dn’ = Cy | SH| SC | SKE | SCR) SCR(dn)
SHD SHD
_logi CC(certe) CC(certe) _log}
- CKE(g mod (¢ — g) = 9) CKE(g) -7
oy _ s
hash(log$) = hash(log?) gt
CCV(sign(skc, hash(log?))) CCV(sign(skc, hash(log} LT

(ms, k1, k2) = kdf(g¥, g | ns) (ms, ki, kg) =

CFIN(macgg(ms, hash(log$)))]*:

SFIN(macgg(ms, hash(log3)))]*2 Tn._logy

Authenticated Connection:

=S
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SLOTH Attack

SLOTH : Security Losses from Obsolete and Truncated Transcript Hashes
https://www.mitls.org/pages/attacks/SLOTH [CVE-2015-7575]

\4

We show a class of transcript collision attack

» Man-in-the-middle can tamper with the key exchange messages
> If messages collide, signature still valid

MD?5 is still in standards
Collision attacks do break key-exchange
> Almost practical client impersonation for TLS 1.2 with MD5

Also applications to SSH and IKE

v

v

v

v

TLS libraries removed support for MD5 signatures
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Conclusion
[§ Sweet32 : On the Practical (In-)Security of 64-bit Block Ciphers
Bhargavan, G. L. [ACM CCS "16]

B Message Freedom in MD4 and MD5 Collisions : Application to APOP

G. L [FSE '07]

[ Transcript Collision Attacks : Breaking Authentication in TLS, IKE, and SSH
Bhargavan, G. L. [NDSS '16]

Practical impact of cryptanalysis

» When proofs don't apply, attacks become possible

> It can be hard to evaluate the practical impact of attacks
> Better safe than sorry ?

» Practical demonstration of attacks help convince users

Gaétan Leurent (Inria) Security issues from bad crypto Journées pre-GDR sécurité
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Support slides
0

CBC vs CTR mode
CBC mode CTR mode
HOL O O lvl+0 |vl+1 |vl+z

C(()O) C10) CgO)
C_1 cgo) 61(0) CEO)
» Security proof up to » Security proof up to
the birthday bound the birthday bound
» Collisions reveals » Distinguishing attack :
xor of two plaintext blocks Key stream doesn't collide
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TLS cipher use in Firefox (telemetry)

100%

} —13DES

; —1 RC4

80% | : — AES
60% | i
40%
20% |
0% —

FF 36
disables RC4
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TLS cipher use in Firefox (telemetry)

10%
—3DES
— RC4
8% | — AES

6% |

4% |

2%

0% w

disables RC4
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